S

JUMEPCBKA CEJIMIIIHA PAJTA
BUIITOPOJACBKOI'O PAMOHY KUIBCHKOI OBJIACTI

PO3ITOPAIKEHHS
24 rpyans 2025 poky c-me qumep Ne 305

ITpo 3aTBeprxenns Ilnany pearyBaHHs Ha KiGepiHUHIeHTH/KiGepaTaKky B
inpopmaniiino-komyHikaniifHuX cucTremMax J{uMepchKOT CeJIMIIHOT paaH,
BHKOHABYHX OPraHiB, KOMyHaJIbHHUX MiANPHEMCTBAX, YCTAHOBAX i 3aK/1agax
JAuMepcbKol ceJTMIHOT pagu

3 MeTor0  miABHMINEHHA  Kibep3axucty  iHdopmamii B indopmamniiino-
TEJIEKOMYHIKAllIMHUX ~ CUCTEMaX KOMYHaJIbHOI BJacHOCTI  JIMMEpPCHKOI  CeNMIIHOL
TEPUTOPIaNbHOI rpoMaay, BiANoBigHO 10 Im. 20 4. 4 cT. 42, u. 8 cr. 59 3akoHy Ykpainu
«IIpo micuese camoBpsTyBaHHA B YKpaiHi» Bix 21.05.1997 Ne 280/97-BP, 3akony Ykpainu
«IIpo ocHOBHI 3acanu 3a0e3neueHns KibepOe3neku Ykpainu» Big 05.10.2017 Ne 2163-VIII,
Ilnany peamizanii Crpaterii kiGepOesneku VYKpaiHu, CXBaJI€HOro pimeHHsM Panau
HalioHaNBHOI Oe3nexu i o6oponu Ykpainu Bix 30.12.2021 poky, BBEAEHOro B Aif0 YKa30M
IIpesunenta Yxpainu Big 01.02.2022 poxy Ne 37/2022, [Topsaky pearyBaHHS Cy0’€KTaMu
3a0e3neueHHs KiGepOesneku Ha pi3HI BUOM MOIiM y KiGeprmpocTopi, 3aTBEPIKEHOrO
nocra”osoro Kabinery MinictpiB Ykpaiuu Binx 04.04.2023 poky Ne 299,

PO3ITIOPSIAXKAIOCH:

1. 3arBepaurtu IlnaH pearyBanHs Ha KibepinuuaenTn/KibepaTaky B iHdopMariiiiHo-
KOMyHIiKallifHUX cucremMax JIUMepChbKOl CENMINHOI  paja, BHKOHABYMX OpIaHiB,
KOMYHaJIbHUX Hl)alI/IGMCTBaX ycTaHoBaxX 1 3akiazax Jlumepchbkoi CenuInHOl paiw,
(momaerncs).

2. BwusHauutu BiI[HOBiI[aJIBHO}O 0oco00O0 3a pearyBaHHS Ha KibOepaTaku,
KibepiHIMIeHT! Ta iHpopMyBaHHs cy6’ekTiB 3abesneuenns kibepGesnekn Haxoneunoro
Poctucnaa IOpilioBuua - cucreMHOro anMiHictparopa Bimminy 3 mnuTans
01aroycTporo Ta KOMyHaJIbBHOTO rocroapctsa JJUMepChKoi CENUIIHOT paay —.

3. KepiBHMKaM CTpyKTypHHUX Mifpo3ainiB BukonaBuoro komirery JUMepCBKOI
CCIIMINHOI paay Ta BHMKOHAaBYMX OpraHiB JlMMepchKOi cenuiHoi pajau 3abe3leunTH
norpumanss [lmany pearyBaHHs Ha KiGepaTaku Ta KiOepiHIUISHTH.

4. KepiBHMKaM KOMYHAQJIbHUX IiJIPUEMCTB, YCTaHOB Ta 3aKiamiB JIMMepChKOi
CeNMMINOl paay NPU3HAYUTH BIANOBiJaJbHY 0co0y 3a pearyBaHHsS Ha KiGeparakwu,
KiOepiHmuaeHTH Ta iHQOpMyBaHHS Cy0’€KTiB 3a0e3reueHHs] KiOepOe3eKku Ta 3aTBEPAUTH
BiITIOBITHUI [UTaH pearyBaHHI.

5. BiamosinansHUM o0co0aM KOMYHaJbHHX ITiANPUEMCTB, YCTaHOB Ta 3aKJIaiB
JumepchKoi cenuIIHOI paju--3a pearyBaHHS Ha KiGeparakw, KiOepiHIMIEHTH Ta
inpopmyBanHs Ccy0’exTiB |, 3abesmeueHns KibepOesfieckn /HeBimkimagHo —iHpopMyBaTH
Haxoneunoro POCTHCHaBa I‘OplI/IOBI/I‘Ia PO BUII i

6. Konrpous 3a BI/IKOHaHHHM po3n0pﬂz[>1

CeanumHuii rosopa Bosogumup MNIJIKYPT AHHUIA

IBanosa JI. M., 0673909040
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3ATBEPJUKEHO
PoznopsiikeHHSIM CEeNUIIHOTO TOJIOBU
JluMepCchKOl CeNUIHOI pagy

Bix 24.12.2025 poxy Ne 305

IJIAH
pearyBaHHs Ha Ki0epiHIuaeHTH/KiOepaTakH B iHpopManiiiHO-KOMYHIKaIIHHUX
cucremax {MMepchbKOl CeJIMIIHOL pagH, BUKOHABYUX OPraHiB, KOMYHaJbHHX
niaAnpueMcTBax, yecTaHoBaXx i 3akiaaax J{umepcbkol ceauHoi paau

1. Ieit miaH po3polOieHwit 3 ypaxXyBaHHSIM METOAWYHUX pPEKOMEHIallii
IIOJI0 pearyBaHHs cy0'ektamu 3abe3rnedeHHs KiOepOe3neku Ha pi3HI BUAM MOAIN y
KibepmpocTopi, 3aTBep/pKeHUX HakazoM AnMirictpamii [epxaBHOi  ciryxOu
CHeIiaJIbHOr0 3B'S3Ky Ta 3axucTy iHpopMarii Ykpainu Big 03 mumas 2023 poky Ne
570.

2. Ilmam 3actrocoByerbcss B Jlumepchbkiit cenuinHii pani, BHUKOHaBYUX
opraHaxX, KOMYHJIBHHX IIAMPUEMCTBAX, yCTaHOBax 1 3aknanax Jlumepcrkoi
CENINIIHOI paay IMiJ Yac BXXUTTSA 3aXOMIB i3 KiOep3axucTy BiAMOBIZHO IO eTamiB
‘pearyBaHHSI Ha Pi3HI BUAM MOJIiN y KibepmpocTopi B iH(hOopMaIiifHO-KOMYHiKaIli HTHITX
cucteMax amaparty JuMepcpkol  CeNMMIMHOI pagd Ta 11 BHUKOHABYOI'O
KOMITETy, BAKOHABUMX OpPraHiB, KOMYHAJIBHUX IIANPUEMCTBAX, YCTAHOBAaX i
3akianax JuMepchKol CeTMIIHOl paay.

3. 3axomu 3 pearyBaHHS Ha KiOepiHIHIEHT/KiOepaTaKy MPOBOISTHCS TAaKUM
YUHOM, 1100 3a0€3IeUnTH:

— IIBHJIKE BUSBIICHHSI KiOepiHIIUACHTY/KibepaTaky;

— HajexHe iHPOPMYBaHHS MPO X BUHUKHEHHS YIIOBHOBA)XXCHHMX OpraHiB Ta
3aJTy4YeHUX CTOPIH;

—  3amo6iraHHs, MiHIMi3aIlio Ta yCyHEHHs HeraTHBHUX HACIiIKIB;

— BUSBJICHHS BpPa3JIMBOCTEH;

— BIJIHOBJICHHS HaJaHHS Cy0'ekTaMu 3abe3rnevdeHHs KibepOe3neKu MmociyT;

— CTaJiCTh 1 HamifHiCTh cucTeM Ta iHIKUX OO0'eKTIB Kibep3axucTy, IO
Hayexxath cyb'extaM 3a0e3nedeHHs KibepOe3neKy;

— YHEMOXXJIMBIEHHS IIOBTOPHOI peainisamil BHIBICHOrO KibepiHIUAEHTY, a
10710 KibepaTak — 30epe’KeHHsT MOKIIMBUX EIeKTPOHHUX JOKA3iB.

4. Tepwminu pearyBaHHs Ha KiOepaTaku Ta KiOEpIHLUMIEHTH BXKUBAIOTHCS Y
3HAYeHHsSX, HaBeJleHMX B 3akoHax Ykpainn «IIpo ocHoBHI 3acamu 3abe3rnedeHHs
KibepOesrmeknn  Ykpainuw», «[Ipo 3axwmer iHpopmauii B  iHQopmarliiiHO-
TeJIEKOMYHIKaIlilHAX CHCTeMax» Ta 1HIIWX 3aKOHOJABYNX Ta HOPMATHBHUX aKTaX.

5. Tlpm BusBneHHiI crnpo0® BuUWHEHHS KibepaTak/KiGepiHIMAEHTIB, 1HIIUX
HECAHKIIOHOBaHMX Mil 1mono iHdopmariifHuX pecypciB B iH(popmaliitHo-
TeJIEKOMYHIKallilHUX cucTteMax JlMMepchKOl CeMUIHOI pajd, BUKOHABYUX OpraHiB,
KOMYHaJIBHHUX TiIIIPHEMCTBAX, YCTaHOBaX 1 3akianax J[MMepchkoi celuIIHol panu,
[I0CaJ0BHUM 0co0OaM HEOOX1THO:

5.1. HesigxmagHo IMOBIIOMHTH BiJIIIOBITAIEHOTO 3a pearyBaHHs Ha KibepaTaku
Ta KiOepiHIIUAEHTH PO BHUSIBJICHI CITPOOH MOPYIISHHSI Kibep3aXucTy.



5.2. BinnosinankHOMY 3a pearyBaHHs Ha KiGepaTaky Ta KiOepiHIMIEHTH:

1) mHeBimknagHo mTOBiZOMHTH  YpsIOBY ~KOMaHIy pearyBaHHS Ha
KOMIT'toTepHi HansBuyaikini nofii Ykpainu CERT-UA npo iHuumenTd kibepbesmneku
uyepe3  Qpopmy https://cert.gov.ua/ (mpiopuretno) abo Ten. 044-281-88-25, abo
IIJITXOM HaJCWJIaHHS Ha EJIEKTPOHHY HOIITOBY
azpecy cert(@cert.gov.ua BiAMOBIHOIO MOBiOMIIEHHS;

2) HeBimkmamHo (He mi3Hime 30 XBWIMH 3 MOMEHTY BHSBJIEHHS),
inpopmyBatn HanioHanpHul KOOpAMHALIKHIN LEeHTp KiGepGe3neky Ha eNeKTPOHHY
MOLITOBY afpecy report(@ncscc.gov.ua Ipo BUsIBIEHY KiGeparaky/KiGepiHIMAEHT i3
3a3HaYeHHAM 00’ekTa Kibeparaku/KiOepiHUUAeHTY, dacy 1 3ailicHEeHHS Ta iHIIOY
HasgBHOI iH(popMamii mIs opraHizamii MeTOAWYHO! Ta TEXHIYHOI JOINOMOTH 3
NoKaizanii/MiHimMizanii HacminkiB kiGeparaku/KiGepiHIMAEHTY;

3) mpotarom 12 rofuH micis BUSBICHHs Takol KiGeparaku/KiGepiHIUACHTY y
BCTAQHOBJICHOMY TMOpSAIKY HanaBaTH HarionanbHOMY KOOpAMHALIMHOMY IEHTpPY
TeXHIYHy iH(opMalifo (iHAWKATOPH KOMIIPOMETallii, THUI aTakd, OCOOJIMBOCTI
MeXaHi3My peasizallii TOII0), a TaKOX iH(MOpMaLiio LIOAO0 MOXJIHUBOTO JKepena,
NOTEHIIHHNX HACIiJKiB, TOJATKOBUX OOCTAaBHH, BXKMTHUX Ta 3allJIAHOBAHHUX 3aXOiB
pearyBaHHSI.

6. V pasi tMM4acoBoi BificyTHOCTi (TlepeOyBaHHS y IIOpiuHiM BigmycTI,
BIIPAIDKEH], Ha JIKapHIHOMY, TOILIO) BiMOBiNanbHOI 0COGM 3a pearyBaHHS Ha
KibepaTaky Ta KiGepiHIUICHTH, a60 HEMOKIIMBOCTI 3B’ 13Ky 3 Hero mpoTsiroMm 30 Xa.,
CaMOCTIHHO BUKOHATH BHIIE3a3HAYEH] 3aXOIH.
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