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ANMEPCBKA CEJIUIIHA PAJTA
BULITOPOJACBKOI'O PAMOHY KUIBCBKOI OBJIACTI

PO3IIOPSI)KEHHSA
24 rpynns 2025 poxy c-me Jumep Ne 304

IIpo 3aTBepazkenns Ioaituku inoppmauiiinof
6esnexn lumepcbKoi ceMIIHOT TepuTOpiaabHOT rpomMaau

3 MeTOr MiABMINGHHSA piBHA iH(GOpPMALiHHOT Oesneku, 3abe3rneyeHHs
KibepsaxucTy iHGOpManiiiHO-KOMyHIKaUifiHUX cHCTeM TEPUTOPIATIBHOI TPOMajH,
CBO€JACHOr0 BUSIBIICHHS Ta pearyBaHHsA Ha Kibep3arposu, BiAmOBimHO 10 3aKoHIB
Ykpainu «IIpo indopmaniro» Bix 02.10.1992 Ne 2657-XI1I, «IIpo 3axuct inpopmanii
B iHpOpMalilfHO-KOMyHIKaiMHNX crcTemax» Bim 05.07.1994 No 80/94-BP, «IIpo
OCHOBHI 3acany 3abe3IeueHs Kibepbesnexkn Ykpainmy» Big 05.10.2017 Ne 2163-VIII,
«IIpo BHECEHHs 3MiH 1O HESKHX 3aKOHIB YKpainu mono 3axucty impopmarii Ta
' KibepsaxucTy — mepxaBHMX  iHDOpMaLiHHEX pecypciB, 00’€KTiB  KpUTHYHOL
indopmaniiiHoi iHppacTpyKTypm» Bix 27.03.2025 Ne 4336-1X, ITocranosu KaGinety
Minictpis Ykpaiau «[Ipo 3aTBepmxenHs ITopsinky mpoBeneHHs iHCTpyKTaxiB Ta
CHCTEMATHYHUX TPEHIHTiB mono KiGepririenm» Bim 08.10.2025 Ne 1281 Ta VYkazy
Ilpesunenta Yxpaiuu Big 26.08.2021 Ne 447/2021 «IIpo Crpareriro xibepbesnexu
Ykpainm», kepyrouuce 1m. 20 u. 4 cr. 42 3akony VYkpaiau «IIpo Micuese
CaMOBDsIIyBaHHS B YKpaiHi»,

~ PO3NOPSTKAIOCH:

1. 3atBepautn Iomituxy iHO(pMaliiiHoi Gesmexu JlumepcrKol cenumHoi
TEPUTOPIANBHOI TPOMAJIH, IO JOMAEThHCH.

2. Bcranosuty, 1o Iomituka inpopManiiiHoi Ge3meku € 060B’IIKOBOIO 0
BUKOHAHHS BCIMa CTPYKTYPHHMH [iIpO3IilaMH Ta BHKOHABYUMMU opraHaMu
HuMepcpKol  cenmumnoi  pajwy, KOMYHaJIbHUMH TIANPUEMCTBAMH, YCTAaHOBAMH Ta
OpraHi3allisIMH, Ki IPAIOOTh 3 iHhopMaLiHHIMIT pecypcamu.

3. Opranizaniro BukoHanHs [TomiTuku inopmaniitHoi Ge3neKy MOKIacTH Ha
CHCTEMHOr0 anMmiHicTparopa Bimminy 3 nurans 0J1aroyCTporo Ta KOMYHAIBHOTO

rocnomapctea  JlumMepcrKol cenmumHol panu — Hakxoneynoro Pocruciasa
IOpitioBuua.
4. KepiBHMKaM  CTPyKTypHHX MJPO3MINIB,  BUKOHABYMX  OpraHiB

JiBUYKIBCBKOT CiNbCBKOT pamy, KOMyHAIbHHX
O3HAHOMHTH yciX  MpaliBHHKIB Ta 3
3aTBeppkeHoi Ilomituky. 2

S.  KoHTposb 3a BUKOHAHHAM IL6T0 PO3MOPSIIKEHHS 3ATHIIAL0 32 co6oro.

11IIPUEMCTB, YCTAHOB Ta OpraHizamiii
C3MIEUNTH  HEYXHJIbHE JIOTPUMAHHS

Ceaumnuii ronosa Bomogumup HIIKYPTAHHUMN

IBanoBa JI.JI., 0673909040
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1. 3araabHi H0JI0KEHHSA

[onituka iHpopmariitHoi Oe3neku (mani — [ToxiTrka) BU3HAUAE 3arajbHi BUMOTH 1O
TT" inpopmaniitnoi 6e3nexu y JluMepchKill ceNnuIHil TepuTopiaibHii rpomai (mai
—TT"), ocCHOBHI NpUHIMITK, LTI Ta 3aBAAHHS yIPaBIiHHS iHPOPMALIMHOK GE3IEKOr0
i

Hana IlomiTuka € 000B’SI3KOBHM JOKYMEHTOM JUIsl O3HAMOMIIEHHS MpH MpHioMi Ha
poOOTy Ta SABISETHCS IOCTYITHOIO Uil O3HAHOMIICHHS OyIb-SKOMY CITiBpOOITHHKOBI
TT" abo TpeTiit cTOpOH.

Iz Ilonmituka € odiuiiino mpuiinsaToro KepiBaunrom TI' cucTeMoro morisiiB Ha
npobiiemu 3abe3nedeHHs iHpopMaliiiHol Oe3MeKH, BCTAHOBIIOE IPUHIIAITH TOOY I0BH
npoleciB ympaBiiHHSA iH(QOpMAIifHOW Oe3MMeKOI0 Ha OCHOBI CHCTEMAaTH30BaHOI
pO3pOOKM Ta BIPOBAKEHHS TIIOJNITUK, II0JIOKEHb, pErJIaMeHTIB, CTaHIApPTIB,
IHCTpyKLiH Ta IHIIMX HOPMATHBHUX JJOKYMEHTIB B 00J1acTi iH(GOpMaIliiHOT Oe3MmeKH.

Mertoro ganoi Ilonituku €:

— 3abesrneueHHs 3axucTy iHQopmaniiHux pecypciB T Bim 30BHIIIHIX i
BHYTPIIIHIX 3arpo3s;

— besnepepBHicTs poOOTH BCiX ciyk0 1 cepgiciB 1T

— Minimizarlis pu3uKiB onepalliinoi gismbHocti 117

— CtBopenHs no3uTuBHOI peryTatii TI" mpu B3aemoii 3 TpeTiMU CTOPOHAMU;

— BignoBigHICTh 3aKOHOAABCTBY YKpaiHW Ta BUMOTaM KOHTPOJIOIOYMX OPTaHiB
B 00macTi iHpopMaLiiHOT Oe3MeKH Ta 3aXUCTy MePCOHATBHUX JaHUX.

Jana IlomiTrka mommuproeTses Ha Bei mporecu aisuibHocTi TIN Ta € 060B'13K0BOKO
U BUKOHaHHS BciMma cmiBpoOiTHukamu T1. Tlopymenns Bumor I[losiTuku TsATHE 3a
co00I0 JUCUUIUTIHAPHY BIAMOBINAIBHICTh Ta BIANOBIAAJIBHICTE 3TITHO 3 YHHHUM
3aKOHOJABCTBOM Y KpaiHH.
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2. Tepminu Ta BU3HAYEHHS

Baacauk IA — cmiBpoGitauk TI, sikuii Hece, BiNMOBiJaNbHICTh 3a: 3a0e3meueHHs
HaJleXxXHol Kiacudikamii iHGopmMmarllii Ta akTUBIB, MOB'I3aHUX 13 3acobaMu 0OPOOKU
iHbopmarlii; BHU3HAYeHHS Ta TMEPIOAWYHUN Tmeperyisii OoOMeXeHb HOCTymy 1
Ki1acudikaifi; ynpaBiIiHHI KOHKPETHHMH PHU3WKAMH, IOB'S3aHUMH 3 aKTHBOM, I
BU3HAUEHHS [1OB'sI3aHUX NOTped B Oe3meri.

BuyTtpimniii aynut — aygut Ib, mo npoBoautses criiBpobiTHukamu TI', BigmoBigHO
HAaBYCHUMH Ta HE3aJICXKHUM BiJl KOHTPOJIOIOUOI 0COOHU.

BrniiuB — BenmunHa 30MTKY, SKHM MOXXHa OYiKyBaTW B pe3yJbTaTi HaCHiIKiB
HECaHKI[IOHOBAHOTO PO3KPHUTTS iHpOpMaIlii, HeCaHKI[IOHOBaHOI 3MiHM iH(MOopMaIIii,
HECaHKL10HOBAaHOI'O 3HUIIEHHs iHpopMalii ado BTpaTH iHbopmMalii abo mopyieHHs
JIOCTYITHOCTI 1H(OpPMaLifHOT CUCTEMH.

JOCTYNmHICTBL — BJIaCTUBICTh 1HPOpMALIlil, SIKa MOJISIrae B TOMY, 11100 OYTH AOCTYITHOIO
Ta BUKOPUCTOBYBATHCS Ha BUMOTY KOPUCTyBayua i/abo 1poriecy.

3arpoza — MoXxJjuBa HeOe3leka, sKa MOXXE BHKOPHUCTOBYBATH Ypa3jiHUBICTH B
iHpopmarifiHiii cmcreMi NS TOPYILISHHS — LIJICHOCTI,  KOH(IAEHIIHHOCTI,
JIOCTYITHOCTI CUCTEMH.

Indopmaniiina 6e3nexa (Ib) — e npakTuka 3abe3nevyeHHs 3aXUCTy 1HPOPMaLIHHIX
aKTHBIB BiJl 3arpo3, SIKi MOXXYTh Ha HUX BIUIMHYTH. Bona BkItouae B cebe BUUEPITHUN
- Habip 3aco0iB ympaBIiHHS, SKi OXOIUIOIOTL pi3HI (akTopu (JHOACHKI, (Pi3UUHI,
EKOJIOTIYHI Ta TeXHIYHi) TPOTATOM JKHTTEBOrO LHUKIY iHMOpMaUidHUX 1
TEXHOJIOTIYHUX aKTHBIB, BKJIIOUAIOYH PO3POOKY, CTBOPEHHS 1 BIPOBAKEHHS HOBHX
CUCTeM, MiATPUMKAa MaHWX 1 CHCTEM, MOHITODHMHT BUKOPHUCTaHHS TaKUX aKTUBIB,
BUSBJIEHHS Ta pearyBaHHS Ha IOTEHIINHHI 3arpo3u, JOTPUMAaHHS YHHHHAX 3aKOHIB i
IIOJIO)KeHb TIpo  KibepOesmeky 1 KOHGIAeHLIIHICTS, @ TaKoX BHUBEIEHHS 3
excruryararii IT-cucteM 1 3HUIIIEHHS TaHUX.

IndopmaniiiHa cucTreMa — KOMITIOTePHI CHUCTEMM, IIporpamHe 3a0e3leyeHHs,
TelleKOMyHiKalliliHe 1 mepudepiiine yctaTKyBaH!1Il.

Indopmaniiinnii akTuB (IA) — obmagHaHHS, TporpaMHe 3abe3ledeHHs, aHi, a
TaKOJXX CIIBpPOOITHUKH, SIKi OepyTh y4acTb B nporiecax aisumibHOCTI TT, sIKi BU3HAUEHI 1
YIPaBIAIOTECA SIK €OMHE IIijie, 1100 MHoro MoskHa OyJI0O 3pO3yMITH, CIIJIBHO
BHKOPHUCTOBYBATH, 3aXHINATH Ta e()EeKTUBHO KepyBaTH. [HpopMaLiliHi aKTUBY MarOTh
KepoBaHy LIHHICTh, PU3UKH, KOHTEHT 1 KUTTEBI LIUKIIH.

InuuaeHT — Iie Mois, sIKa He € YaCTHHOIO 3BMYaliHMX orepaliil i nopyurye pobodi
IpolecH. [HIUAEHT MOKe BKIIFOYATH BiIMOBY (yHKIIII a00 [MOCIyTH, sIKi HOBHUHHI
Oynu OyTu HamaHi, a00 Oy Ib-sKi iHIII TUIH 30010 Oleparii.

Kondinenuiiinicts — BiacTuBicTh iHQOpMATLIiT, fdKa MoJsSITae B TOMY, 110 1HpopMaIis
HEe MOXKe OyTH OTpHUMaHa HeaBTOPH30BaHUM KOPUCTYBadyeM 1/ab0 MpoIecoM.

KopucryBau — ocoba a6o TT, siki B3aeMoAitOTh 3 1H(MOPMALIHTHUMU CUCTEMAMHU.

Ouinka pu3HKiB — IIPOIIeC BUSBJICHHS, BU3HATCHIS TIPIOPUTETIB Ta aHaIi3 PU3MKIB.
I[poriec BKJIIOYAE BU3HAYEHHS CTYIICHSI, B SKOMY HECIPHUTINBI 00CTaBUHU ab0 MOl
MOXYTh BIUIMHYTH Ha Opraizamiro. Jlanuii 1npoiiec BHKOPUCTOBYE pe3yJbTAaTH
OLIIHOK 3arpo3 i Bpa3jIMBOCTEH I BUSIBIEHHS! pu3nKiB Juist JisuibHOCTI TI 1 owliHIOE
I[i pU3UKH, 3 TOYKH 30py MMOBIPHOCTI BHHMKIICIIHS | BIUIMBY. Pe3yJabTaToM OLIHKH
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PU3HKY € CIIHCOK MependadyBaHUX MOTEHIIHHUX BIJIMBIB 1 SIBHUX BPAa3JIMBOCTEIA.
O1iHKa PU3KKIB € YacTHHOO MpoLecy YIPaBIIIHHS PU3HKAMH.

IloniTuka indopmaniiinoi Gesmexn — HabIp 3a/I0KyMEHTOBAHUX YIIPABIHCHKHUX
pilleHb, CTBOPEHUH MIsl 3aXHCTY inpopmarii TT" Ta nos's3anHux 3 Hero pecypciB.

Pu3uk — iiMoBipHicTb BruBy Ha nismbHicTs TT™ (Bkmovaioun Micito, GYHKLIT, IMiTK,
pemyraniro), ii akTuBH (pecypcu) i CHIBPOOITHUKIB B pe3yipTaTi eKCILTyaTarmii
BpasiMBOCTeH iH(QOPMAIiHOI CcHCTeMM 1 3alleKHO Bij TOTEHLIHHOIO BILTUBY,
peaizanis 3arposu i HMOBipHicTS 1i pearizaliii,

Ypasausicts — Henonik B iHGOpMariiiHii CHCTEMI, KM MOXe OYTH BUKOPUCTAHMIH
cy0'exTOM 3arposu (Hanpukian, 3JIOBMHCHHKOM ) JUlsl BUKOHAHHS HECAHKI[IOHOBAHIX
A B cucteMi i mopymeHHs mimicHocri, Kon(pienuiinocri, mocTymHOCTI 260
CIIOCTEPEIKIIUBOCTI.

HinicHicte — BnactusicTs iHpopMawuii, ska romsrac - TOMY, 110 iH(OpMamis He
Mo3xe OyTH MOAH(BIKOBaHA HEABTOPHU30BAHUM KopuctyBadem i/abo mporecoM.

IMuppysanus — mpouec meperBopenHs BIJIKPUTOIO TEKCTY B 3amMdpoBaHuii 3
MeTor0 6e3nexn abo KoHineHIiHHOCTI.

Mkinmuee II3 — nporpamue 3a6esmedenns. sice BXKUBITIOETBCS B CHCTEMY, SIK
NIPaBUJIO, Ta€MHO, 3 METOI0 MOpYWIeHHS KoH(ixenniinocti, wimicHocTi Ta/aGo
JOCTYITHOCTI JaHUX, HOJATKIB abo omnepaminnol cucTemu KOpUCTyBaya abo iHIIUM
HMHOM INKOAUTH ab0 3aBakaTu POOOTI KOPHCTY a4,

SMTPS — Simple Mail Transfer Prqtocol Secure.



»!

IMoaiTuka indopmaniiinoi 6e3nmexu
A}
3.1. Ynpasainas indopmaniiinoro 6e3nexoio

Hns 3a6e3neuenns Ib, HeoOxigHO cnimyBaTH (OpPMATBHUM 3arajbHEM IIPaBUIaM Ta
IIpoleaypaM HaBeJIeHUM Aalll, 10 OKPUBAIOTh BiJNOBiHe BUKoprcTanus IA TT .
Cuispo6Gitauku TI' Ta BiAMOBiHI TpeTi cTOpoHM (SIKi MAIOTH JOCTYI 10 iHpopMamii
Ta/abo pecypciB TI") noBuHHI OyTH npoiHdOpMOBaHi PO HEOOXIAHICTE TOTPUMAHHS
i€l [omituku.
Jns 3abe3nedeHHs MOCTiMHOI NPHIATHOCTI, a/CcKBATHOCTI Ta e()EKTUBHOCTI I
ITonmiTuka noBmHHA meperisaatucss Bimmosinamsnoio ocoGoro 3a inpopmauiiny
Oesmeky depe3 3aIUIaHOBaHI NPOMDKKHM Yacy — IOHaiiMeHIe pa3 B piK, SKIIO
BIIPOBAKYIOThCS CYTT€EBI 3MiHM a00 3a pimennsv Kepisnumrsea TT.
CyTTeBUMU 3MiHAMH MOKHA BBa)KaTH:

— 3MiHu B mporiecax misibHOCTI T

— 3MiHM B OprasizaiiiitHiii cTpykTypi;

— 3wminu B IT-indpactpykrypi TI" Toiro.
BigmosinHo no cdepu misuteHOCTI TI' HeoOXinno Taxkok BpaxoBYBaTH HACTYIIHI
MOMEHTH:

— 3aKoHOZABCTBO, IO perymoe cdepy nismsHocti TI Ta  morosipHi

3000B’A3aHHS;
— BinnosiganbHicTh 3a nopymenHst [TomiTrky;
— O6or’s3ku KepiBuunrea TIT Ta immx oci6 momo Oe3nmekd cuUcTeM Ta
inopmarnii TT. '

3.2. Posnoain 060B’s13kiB 3 indopmaniiiHoi Gesnexu

3aranbHa BignosiganeHicTh 3a Ib TT mokmanaernest na KepiBHHITBO.
KondmikTHi 060B’S3kK Ta cdepu BiUIOBIAaNLHOCTI MOBUHHI OyTH po3iieHi, o0
3MEHIIIUTH MOJXJIMBOCTI JJI HECaHKI[IOHOBAHMX a00 HEHaBMUCHHUX 3MiH YU
3noBxuBaHHg IA TT.
dopMmalbHE PO3MOMAINIEHHS BiAmosimanpHOCTI Kepiauursom TI' 3abe3mnedye
CTpaTeriuHy IIpOo30picTh Ta BIUIUB Ha MpakTUKy zabesrcucirs IB.
KepiBHUIITBO BiZITOBiTaNBHE 34: i

— DBusHayeHHs KpUTUYHUX omNepalifHuxX nporeciB Jjutd misutbHOCTI T

— IlpuitHATTS pimens moao po3sutky Ib TI7;

— 3aTBepIKEeHHS Ta momupeHHs npasu i sitvor 15 B TT

— 3aTBepKeHHs BiNOBIIaTBHOCTI 32 TTOPYITICTHIS IPDABKI Ta BUMOT IB;

— OyYHKIIIO NEepeBipKU Ta KOHTPOJIO BuKonauts B 11 nipasui ta Bumor IB.
JlogaTkoBO BiAMOBIAANIBHI Ta IX 000B'sI3KM omnpcani nxue B Tini niel [TomiTuky.

3.3. be3meka aioachbKHX pecypciB

IlepeBipka KaHIUAATIB IIepel IpaleBIallTyaHiisiM, CHiBPOOITHUKIB YK TpPeTiX
CTOpiH IOBHMHHA YIiTKO BpaxoBYBaTH YyTJIHBICTH iH(OpMAIll, 10 SKOI KaHIHIATH
OTPUMAIOTh AOCTYH, Ta HepeadadyBaHi pHU3HKWA IpH BU3HAYCHHI XapakTepy Ta
CTPOKIB ITUX MIEPEBIPOK.

[Ipu3HaueHHs Ha NOcaly Ta 3BUIBHEHHS 3 I1OCA/[ TIOBUIIO BUKOHYBATHUCS BiAITOBIIHO
110 Iep’KaBHUX HOPMATHUBHO-TIPABOBUX aKTiB.



Koxen crmiBpobitauk TI' Ta TpeTboi CTopOH}A, SIKOMY HaJIaHO JIOCTYI 1O CHCTEM
ta/abo manux TI', Hece BiMOBiHATBHICTE 32 Oe3reve BUKOPUCTaHHS CHCTEM 1 maHux
st uieit misteHOCTL TI' TA HOTPUMAHHS 1T mosI THK.

CriBpoGiTHUKA Ta TPETi CTOPOHM HECYTh BLAMOBITANBHICTE 3@ TIOBIIOMIICHHSA
KepiBHHKY PO Gy1b-Ki CyMHIBHU OO e(eKTHBHOCTI NPOLECiB Oe3IeKH, IIPO Oy 1b-
AKy TOMAII0 YW IHIMAGHT IIOMO HecaHkiiononpagoro abo  HENMpaBUIBHOTO
BUKOpUCTAaHHS akTUBiB TT .

0O608’s130k Kepisuumnrea TI' BUMaraté Biz Beix criBpOGITHUKIB Ta TPETiX CTOPIH
notpumanns Bumor Ib TL, BiZMOBiHO O BCTANOBJICHUX TTOJNITHK Ta mporiecis, a
TaKOX KOHTPOJIOBATH IIPOLEC 1X TOTPUMAHSL.

[IpunuHeHHs TPYI0BOI JSUTGHOCTI  3MNWCHIOETRCS TIJIHO 3 YHHHAM TPYJAOBAM
3aKOHOZABCTBOM Y KpalHH.

3.4. HaBuanus T2 00i3HAHICTH

Bcei cmiBpoGiTHUKH, $KI € KOPHUCTyBadaMu BHYTpIIHROT MepeXi MOBUHHI OyTH
03HAMOMIIEH] 3 BHYTPIIIHIME BUMOTaMH 1110710 POOOTH 3 indopMmarifHIMK aKTHBAMH
TI Ta HeCTH IEPCOHAIBHY BiIMOBIAAJBHICTE 3a 1X JOTPUMAHHI.

Vi criBpoGiTHHKM Ta BiAMOBiMHI TpeTi CTOPOHN [TOBUHHI TPOXOJUTH BiANOBIIHY
MiJrOTOBKY 3 MifIBUILEHHS 0GI3HAHOCTI Ta PErylspio OTpUMYBaTH iHpopmMaLio mpo
OHOBJIEHHSI OpraHi3aumiffHUX MOJITHK Ta MPOTCIYP BiUIOBITHO HO 1X POOOUMX
(byHKLIHA.

ITporpama 06i3HaHOCTI MTOBHHHA 3aGesmedyBaTy, 11100 yci criBpOGITHUKE A0CSTaH
Ta TiETpEMyBatd HpuHaiiMbi OasoBnH pisenn pozymimns nurane Ib, Takux SK
3aranbHi 30608’ S3aHHS 3TIIHO 3 PI3HAMH MOTITHKAMU, CTallApTaMH, TIPOLENypaMi,
KepiBHEMM TPUHIUIAMH, 3aKOHAMH, HOPMATURIIIMIT —aKTaMH, KOHTPAKTHUMHU
yMOBaMH, a TaKOX 3araJpHONPUIHATAMK CTanjapTaMn CeTHKH Ta PUAHATHOI
[MOBEIIHKU.

JlonaTkoBe HaBYaHHSA IMIAXOIUTL UL criBpoGiTHiKin, AKi MaloTh KOHKPETHI
30G0B’SI3aHHA 11010 3aXUCTy iHGOpMAIlIl Ta KOMY 11¢ BHCTATAC 6a30Boi 06I3HAHOCTI
momo 1B B pamMkax poOOYOro MmpoLecy, Hampiiial, ayMinicTpaTopaM CHCTEM,
BinmoBinaaeHuM 3a 1B, KepiBHUITBY Tr. Taki BUMOTH /1O HABYAHHS TTOBHHHI OyTH
BU3HAYEH] B OCOOMCTHX [IAHAX HABYAHHS CIIiBPOOITHIIKIB.

-

3.5. dizuuna Oe3neka
3aco6u 0GpoOKy iHpopMallii TOBHHHI PO3MIIITYRATIC! B 3AXHINCHIX 30HAX, GhiznaHO
3aXUIIEHNX BiJl HECAHKIIOHOBAHOTO JOCTYILY, OO KCTIIS T4 BTPYTaHH T1 3MIHU
IeBHUX NepuMeTpiB Oesmexu. [t BUABICHH a60 2anobirannsl HeCAaHKIIOHOBAHOTO
[OCTyTy Ta 3axucTy 1A, 0cO0INBO KPUTHIHNIX { Wy TI1BHX, TOBMHHI 32CTOCOBYIOTBCS
GaraTopiBHeBi BHYTpilIHI Ta 30BHIIIHI 3aco6u KOITPOINIO BiJ MpHMycoBHX abo
IIPUXOBAHUX aTak.

CriBpoGiTHUKH Ta TpPeTi CTOPOHH moBumni  BrKOpHCTOBYBATH  (i3MUHIHA
inenTrdiKaTOp KOHTPOIIO JOCTYMY (KapTKa a6o Gy L-s1Ka 1A arkTepHATABA), 11100
mar# goctyn jgo npumimens TT. [list BXoJly B 30111 ofMeKeHOro oCTyIy (cepBepHi,
dinancoBuii BiaiN TOWIO) CIIiBPOOITHUKHU/TPETS CTOPOHA MOBWHHI MaTH BiAMOBIAHUH
piBeHb HocTymy. Llel piBeHb 3aTBEPIUKYETHCS Kepinrmmmreom TT.

Bigpimysaui TI' MHOBHMHHI 3aBXIM  CYIPOBOJDKYBATHCH BIJUTOBIJAIBHUMHA
CIIBPOOITHUKAMM 3aJUlsl YHHKHEHHS JIOCTYILy /10 IA T, 10 MOXYTh MICTHTH

9y TIMBY iHGMOPMALIO.



[nentudikaropu AOCTYILy MarOTh BUAABATHCS IIijl Yac afarTarii CIiBpo6iTHHKIB B T
Ta SHUIYBaTHCS, KOJIH CITiBPOGITHHK sanmniae, Opranizarito.

3.6. Kaacugikanis Ta ynpaBJiHHs iHpopmanicio

Indopmariro cimin KIacu(}iKyBaTH, BU3HAYATH Ta OLIHIOBATH PU3HUKH BIAMOBIAHO 110 11
KOHQIAeHNifHOCTI, HimicHoCTI, JOCTYITHOCTI Ta CHOCTEPEXKIIMBOCTI, HE3AMCKHO BIJl
HOCif, Ha SKOMY BOHa 30epiraethes i/a6o 00pobssaerhes. Uyriupa IHpopMmalis
[IOBMHHA BU3HAYaTUCS BiAIOBIAHO 110 ii KOHQiAeHIIHHOCT, LUTICHOCTI, JOCTYITHOCT]
Ta crnocTepexnuBocti. Bes indopmaris, OKpIM MyOmivHOi, Mae BH3HAYaTHCH SK
9y TJIMBA.

Hesanexxno Bin pisus KOH(]igeHiHHOCTI, Bcs inpopmaris TI' mnoBuHHa
BHKOPUCTOBYBATUCS HAJIEKHAM YMHOM Ta TiTBKH IS I03BOJEHIX LiTei,

Poskputrst inopmarii 3 o6mesxermm AOCTYNIOM MOXe 3[IMCHIOBATHCS JHIIe y
3aKOHHHMH CHOCI0 3amikaBieHEM 0coGam OpPraHiB BIaH, a TAKOX bizuuHEM Ta
IOpHANYHEM ocobaMm 3a 3romoro TT, 3 AOTPUMAHHAM BUMOI YMHHOIO 3aKOHOIaBCTBA
VYkpainu ta BuMor BIAIIOBIAHUX Horosopis.

3.7. O06po6ka, nepexaya Ta 30epiranns ganux

Uytnusi nami moBuHH] 30uMpaTHcs Ta 36epiraThcs Hme B CUCTEMAX, Te €
OOIPYHTOBaHa JIiIOBa UM TexHiuHa norpeba. YyTnusi BUpoGHUYI naH] TOBUHH] OyTH
3aXHIleH] npu 36epiransi i/a6o BUKOPUCTAaHHI y CHCTeMaX, i HamiifHO BUIAJIATHCE,
KOJIM BOHH OliIblITe He MOTpiOHi.

Hliarpama a6o cxema 1moTokis nanmx NOBMHHA OyTH BIPOBA/DKEHOIO Ta peryJsipHo
HCPENIANATUCE.  [1HBeHTapu3aNis Ta knacudikaiis 1anmux IIOBUHHA [POBOJUTHCS
IIOHANMEHIIEe pa3 Ha pik.

Yytmusi naui nikonau re nosuuui 30uparucst abo BUKOPUCTOBYBATHUCS IS LiJIeH,
BIIMIHHUX Bifl THX, juts skmux  nami Oynn 3ibpani cnowarky. Vi rmapameTpu
30epeKeHHs Aatx (neploan, i TO0) NOBUHH] OyTH 3aKOHHMMH Ta BiANOBiaTH
MICIIEBOMY Ta MIKHAPOIHOMY 3aKOHO/IAaBCTRY Ta HOPMAM I110/10 3aXHCTY IaHUX.
[HBeHTApU3AIA UVTIMRUX- TAHUX 1TORUHNA BKIIOYATH IieHTHdIKaII0 KoHKpeTHUX
3aXOIVICHUX €JIEMCHTIB NAHHX, /€ 03BOJICHO 30¢piraHHs KOKHOrO CIIEMEHTY |
HEOOXIJIHUX 3aX0JiB Ge3nekn — HallpUKJIaz, st 3aXUCTy KOH(IAGHIIHHOCTI Ta/a6o
MUTICHOCT -~ JUTS KOYKHOTO ClleMenTa JTAHNX 11T vac 30cpiranis i nepenaui.

Y pasi 360py a6o 36epiranms HYTIHBHAX BUPOOHUYMX TaHWX, BOHHM MOBHUHH] OyTH

HATCKHUM HWUHOM 3axWIleH] — Hanpukiag, 3a. onoMOroio HaJlMHUX  3axoniB
KOHTPOJIIO  J10CTyIy Ta/abo Haaiiioi Kpunirorpadii 3 npuiHATHMM B ranysi Ib
HpoLUecaMK yNpaB/iiHHA KouaMH. SIK TijbKU BOHM Giblue He MOTPIOHI JUist 11iJICH

300py, MaHi moBMHHI GyTi Haziiilo BUJIAJICHL, 106 GyJ10 HEMOKIMBO BiAHOBUTH 260
NEPEePOOUTH aHi 3 Oy Ab-SIKOT CUCTEMM.

3.8. Ynpasaiuns inpopmauniinumu akrusamu
Yei inopmaniiini aktusn TT nosunHi OyTH BM3HAYeHi Ta 3amOKyMeHTOBaHi B
Peectpi IA. [A TI” MOXKYTh BKIHOUATH:
— Indopmariito npo TI' Ta 3AIUKABICHI TPETi CTOPOHHU (INLIPATHUKY, apTHepH,
KJIIEHTH TO1110),
— Cucremu, nocnyru um obJla/inanHs, B SKHX 00pobasicThes, 36epiracThes abo
nepenaeThes iHdopmartis npo 117 Ta 3auikasicHx TPETIX CTOPIH.



TI' mae perynspHo meperisgaTv  Ta ' npusHauaTH. BiUTOBLIHI  OGOR’S3KH 3
0bcilyroByBaHHsi Ta nepesipku Peccrpy [A. Pecerp nosunen micturu indopmaliio
npo:

— BuaacHukis IA;

— Hazsu [A;

— PiBeHb kpuTHuHOCTI [A.
Brachuk IA ne nece dinancoBy BianoBijanbuicTh 3a akTHB, a Bimnosizac 3a
3a0e3nedyeH s KoH(iaeHiiHOCTI, 1i1icHOCTI, JIOCTYIIHOCTI Ta CHOCTEPEKIUBOCTI [A.
Bracuuku 1A nosnnHi Hect ocHoBIY BiAMOBiRAABLHICTD | Bi/OBLIATH 3a HANEKHUE
KOHTPOJIb JOCTYI1Y /10 CBOTX aKTHBIB.
Kputepii knacudiraiii akTuBiB Ta BHSBIEHHS KPUTHYHO BaXIMBHX aKTHBIB LIS
misnpHocti  TI —  TuX  aKkTUBIB, 1OpYylICHHS KOH(MIICHILIHHOCTI,  LIJIICHOCTI,
JIOCTYIHOCTI ab0 CHOCTEPEKIMBOCTI SIKUX MOKE CYTTCBO BIUIMHYTH Ha AisUIbHICTD
TI', nmoBunni OyTy BU3zadyeHi Ta BcrTanosicHi. 1A MOXKYTh OyTH kylacudikoBani 3a
piBHeM KpuThunocTi s TI, Bianosiano 10 BHyTpiLmix ii BUMOT.
Poui Ta 0608’ s13k1 moBUHHI GyTH Bu3HaueHi s Biachukis 1A Ta KOpUCTyBauiB [A.

3.9. BuxopucTanus 0coGHCTHX NPUCTPOIR

TT moxe 1103BOIATH CHIBPOGITHMKAM Ta IHIIMM ABTOPU30BAHUM  KOPUCTYBayaMm
CBOIX CHCTEM, TMOCIYr Ta pecypein BUKOPHCTOBYBATH  BIACHI TMPUCTPOT  JUIA
BHKOHAHHS 110¢a/10BUX 000B A3KIB 1a 3aBjaHb, gKi HCOOXiuil Juls 3abe3ncyenns ii
Oe3nepepBHOT Jis1LHOCTI.

TT" nmoBuHHa PO3pOOUTH Ta BCTAaHOBUTH BHMOTH Ib om0 BUKOPUCTAHHS BJIACHUX
pobo4HX NMPHUCTPOIB Ta KOBECTH iX O BigoMa ycix CIIBPOOITHHKIB Ta BiAMOBiTHHX
TpeTiX cTopiH. OCOGUCTY BiAMOBINANBHICTE Ma€ HECTH KOKEH CIIIBpOOITHHK Ta TPETH
CTOPOHA, IO BHUKOPHCTOBYE IEPCOHANBHMH NPUCTPIM IJIsi NOCTYNy IO CHCTEM,
nocayr Ta pecypciB TI, mo6 3abesmeuyuTH Bimmosimde BUKOPUCTAHHS BCiX
IIPOTOKOJIIB OE3MeKH Ta yciX 3aX0/iB Ge3MeKH.

KoxxeH npucTpii, IKUit BUKOPUCTOBYETHCS [ISl BAKOHAHHS TIOCAIOBHX 06OB’ I3KiB Ta
3aBlIaHb, KI HEOOXIimHI IS 3a0e3eyeHHs OesnepepBHOi misieHOCTI TI, TO6TO MIs
JOCTYMy JIO BHYTPILIHLOF iHpOPMAIlil, MOBHHEH BUKOPHCTOBYBATHCS BiANOBIIANBHO
Ta Jiniie B pobouux wijisx. Hesukonanus 1aHoro npasuia Hece 3a coGoio HeraiiHe
MPUTTMHEHHS 00J11K0BOT'0 3aMHMCy KOPHCTYBauA.

3.10. YnpapaiHHsI 10CTynOM

IlpaBa mocTymy noBUHHI OyTH BU3HAYEHI BiIIOBiIHO 10 poiteid, BcTaHOBIeHUX B 1T,
AT TOTO, 100 CIIPOCTUTH aAMIHICTpYBaHHS.

Hoctyn no IA noBuHeH 3a6e3nedyBaTHCh BiNMOBinHO 1O NPUHIUITY MiHIMaJIbHUX
NPUBLIEIB (IOCTYT HAZAETHCS TUTBKU 0 THX CHCTEM, sKi HeoOXimHi KOPHUCTYyBady B
MeXax poOOTH) Ta IOCTIHHO KOHTPOIIFOBATUCH.

Bingnosinanehicts 3a posmoxin ponet koprcTyBauam Ta MepioguyHi nepeBipKu
NOBUHHA OyTH MokJIaaeHa Ha Binnosinaneny ocoby 3a IB.

Marpuus poctyny nosunna 6yTH Bu3nadcHa Ul KOKHOT IHQOpMaLIHHOT cCUCTEMH |
HajaBaTH IH(oOpmauilo npo Bei npaBa  A0ocTyny, Hajani KOpHUCTyBauyam 10
inpopmauii/cucren/nocayr  TI', i3 3a3nauenHsm piBHS  JOCTYIMy: neperisi,
penaryBaHHs, aAMIHICTPYBAHHS.

Jlerenia Matpuiii toctymy nosunia 6yTH BCTanosiacHa 1a 3a/[OKYMEHTOBaHa, To0TO,
BU3HAYEHHH PIBEHDb MOBHOBAKEHb, 3 SKHMH KOPHUCTYBAY OTPHMYE JOCTYII JI0 pecypey



<

(Hanpuknan, A — amminictparop, E — penaxtop, R — YATAHHA/KOMEHTYBaHHsA, V —

nepemﬂﬂ). . ; : . '
Yei sanutu Ha  oeTyn nosuuui Gyt expaieni Gesnocepesiniv KepiBHukom
cniBpoOiTHUKaA Ta BinnosinansHoo oco6oro 3a Ih nepej HadaHHAM OCTYIy.
OO1iKOBI 3anKcH KOPHCTYBAUiB 1OBHHHI HEeraiino GJI0KyBarucs aJIMIHICTPaTOpPOM

CUCTEM, SIKLIO /0 HHUX OTpUMaHuii HCCAHKLIOHOBAHWH /l0CTYyN a0o BHsIB/CHA
Mi103pijia aKTUBHICTE.

KopuctyBanHs 1B0aKTOPHOIO ayTeHTH(iKALi€I0 KOPUCTYBAYaMHE B THX CHCTEMAX Ta
cepBsicax, Jie 1€ MOXKIJIUBO, € 000B’I3KOBUM.

Ileperasix KopucTyBaubKUX NpaB
Binmosinanena oco6a 3a IB mOBMHHA peryJispHO MeperisiaTu paBa JOCTYITy
KOPHUCTYBayiB.
OOOB’A3KOBUM € CTBOpeHHs Ta 3a0e3ledYeHHs BUKOHAHHS ILIAHIB Hepersi Iy
JOCTYmiB Iyist BCiX cucTeM Tta IA, oco6nuBo kpuTwummx. IToTpiGHO BpaxOBYBaTH
HACTYIIHE:
— IlpaBa KopuCTyBa4iB MOBHHHI IeperysgaThcsl peryIapHO Ta MiCis BHECEHHS
3MiH, TaKUX SIK 3MiHa MOcaau abo 3BIIbHEHHS;
— IlpaBa KopucTyBauiB NOBHHHI NepernsaaThcs y pasi 3MiHg poui KOpHUCTyBaya
B 1T
— llpuBineliosani npaBa HOBHHHI NEPErIsSAaTHCS YaCTIIIE,
— IlpuBineiioBani mpaBa OOCTyIy IOBHHHI pPerynspHO MeperisgaTucs, oo
'TapaHTyBaTH, 1IN0 HIXTO He OTPHMYBaB IpHBiNeHoBaHHI  JOCTYII
HECAHKIIIOHOBAHWUM CIIOCOOOM.
Hoctyn 10 Mepe:xi Ta MepeskeBHX cepBiciB
KopucryBauam nosuHeH HaJaBaTHCs TOCTYN JI0 Mepexi Ta MepeKeBHX HOCTYT, Y
pasi HeoOXiTHOCTI TakoTo TOCTYITy.
IloBuHEH OyTH BCTAHOBNEHHIT KOHTPOJb 3a MEPErvIAIOM Ta YIPAaBIiHHIM JOCTYITY,
BKIIFOYA0YH KOHTPOJIb Ta BIIPOBAXKEHHS HACTYITHUX 3ac00iB Ta iIHCTpyMEHTIB:
— Ilepenik Mepex Ta MepeXeBHX MOCIYT 3 I03BOIEHHM JOCTYIIOM;
— Ilpouenypu Bu3HaueHHS HEOOXIIHOrO TOCTYITY Ta BiAIOBi THUX KOpPHUCTYyBayiB,
— IHCTpyMeHTH ms ynpaBiiHHS MepeskeBUMHU 3'€ THAHHAMHY Ta IOCTyTaMHU;
— 3acolu Ta iNCTPyMEHTH MOHITOPHHTY BUKOPHCTANTISI MCPEKEBHX TTOCITYT.

3.11. [TapoabHa nojiruka
Bianosinno no Ilaponshoi momitiku, Juist 3abesrneveHns  HagiHHOTO 3aXHCTY
HpOpMAIIHHUX CHCTEM MaposieM, MaloTh GVTH BCTalloBICH] HACTVIHI [TapamMeTpm:

— MiHimaibHa 10BkuHA: 8-12 CHMBOIIIB:

— Tlaposik moBuHeH BIMOBIIATH BUMOraM cKIaHOCTI: Tak:

— lloBuHeH MICTUTH CUMBOJIM BEPXHBOIO Ta HUKHBOIO PErIiCTPY, YMCIA, & TAKOK

Heal(aBiTHI CAMBOJIH;

— He BukopucroByBaty 6y ab-sKi nepcoHaNbHI TaHi;

— He mictuts y co6i 3aransHoBxUBaHi cloBa;

— MinimanbHul TepMid aii maposs: 1 geHs;

— Makcumanbsnuit Tepmin nil maposs: 30-90 gHis;

— 30epiraru 1apoJi 3a J10MoMoroto 060poTHOro HH(PYBaHHS: Hi:

— Crositwenns npo 3miny: 3a 7 1HiB /10 3aKiHueHHs TepMiny i

— lcropis maponis: 10 octaHHIX BHKOpHCTAHHX NaposiiB;



[lopir Gaokysanns obnikoBoro 3amucy: 5 1oOCHiTOBHMX HEBJATMX CIPO6
BBEJICHHSI;

CKUHYTH NIUHIBHUK OIIOKYBAHHS 061iKOBOTO 3armmcy yepes: 15 xBuamH;
besneune 30epiranns napoJis: naponi we cuijt 36epiraru abo nepenasatu y
BIIKDUTOMY TEKCTI.

3.12. Bukopucranusi eJIeKTpOHHOT HOIITH

JlocTym 10 eneKTPOHHOT MOMITH HaacThes cniBpoGiTiinkaM T1™ st BUKOHAHHS CBOTX
ci1yk00BKMX 0008B's13KiB. BUKOpHCTaniis eiekTpoHHoT oty crispobitiukamu T B
0COOHMCTHX abo IHIIMX HiNAX, He OB’ s13aHNX 3 AisnbiicTio TI', 3a60poHeHo.

B TI" 3aboponeno:

Hajcunatu 1moBijloMJIeHHS, 1110 MICTSITh 4y TaMBY iH(GOpPMALilO, a TAKOK JaHi,
MO MICTATh YyTIMBY iHGOPMAIIO He UIs BHKOHANHS CBOIX CITYXOOBHX
000B's13KiB. 3a00POHAETBCSA HAJICUIIATH 110 €ICKTPOHHII MOWITI NOriHK, naposi
Ta IHULY Yy TIUBY iH(OpMAaILilo;

BukopucToByBaTH @IGKTPOHHY HONITY JUIS 0COOMCTUX ILiIeH;
Bukopucrosysatu enektponny ajpecy JUlsi MIMACKH HAa MapKeTHHIOBI
CJICKTPOHHI JIMCTH O€3 MONepe/HLOI0 Y3rojKeHHs 3 Bi/inosinanbHow 0co6oro
3a Ib;

Binkpusatn Oynb-sike BKNanEHHs, IOCHJIAHHS YM JOJATOK IO €NeKTPOHHOL
NOLITH, [ CHIBpOOITHUK HE Ma€ IPYHTOBHHMX IIiJICTAB BBAXAaTH, IO
iH(opMmallis, 10 AKOI OUiKyeThCst JOCTYIL, HAAIHIILIA 3 HANIHHOTO Kepelta;

Hapcunaru macosi poscuiku (monax 10) Ha 30BHiWIHI afpecu 6e3 3romau

KepiBauka cniBpobitTHrKa Ta BigmosinaneHoi ocobu 3a IB;

Hajxcunaty mo eneKTpoHHiM moruTi wmaTepianu, IO MICTATh LIKiIUTHBE
MporpamHe 3abe3neyeHHs 4u iHII nporpami. npu3Hadeni Ui mopyHieHHs,
3HULICHHsT 200 OOMe)eHHs  (PYHKIIOHAILHHX MOMJIMBOCTEH OY/1b-KOIO
KOMIT'FOTCPHOIO YH TeJeKoMyHiKaniiHoro obiaaananis uu iHdopMmawLiitmx
CUCTEM Ta [10CIIYT; ,

Hajcunatn  eieKTponHOIO — 101ITOIO — nporpamu, — ski  3a6e3nedyroTh
HEeCaHKLI0HOBAHU I JIOCTYIT;

PosmosciojokyBaTi 33 JIOMOMOrOt0  €1EKTPOHHOT  MOMTH  Matepiai, sKi
3aXHUIICHI aBTOPCHKUM 11paBOM 1 3a4inatoTh Oy/ib-sikWH [ATEHT, TOPIOBY
MapKy, KOMCpIHiy Tacmumifio. apTopenhii nmpasa abo 6yiab-aKi inmni npara
BJIACHOCTI. Ta/abo aBTOpChKi 11paBa abo MoB’si3aiii 3 HUMHK NpaBa TPETIX CTOPiH;
IommuproBati  uepe3  CACKTPOHHY — nowTy iH(opmauilo, 3a60poHeHY
MIZKHAPO/LHM Ta YKPaTHChKMM 3aKOHOaBCTBOM, BKJIFOUAIOUM MaTepiay, 110 €
LWIKIJIMBUMK, 3arPO3JIMBUMHU, HELCH3YPHUMH, a Takok iHpOpMAaLilo, Lo
MOpYLIy€ HeCTh Ta TiaHicTh iHIKMX. Takoxk 3a00pPOHSETLCS  HAJCHIATH
Marepianu, 1o po3NamoloTh HALIOHAILHY BOPOXKHCUY, TMiGYpIOIOThH 10
HaCHJIbCTBA, 3aKJIMKAIOTh JI0 HE3aKOHHMX JliH, BKIIOYAIOYM MaTepianu, W10
MICTSITE THCTPYKILT 1110710 BUKOpHCTATS BHOYXOBHX PetOBMH, 36OT TOIIO.

Jloctyn KosMmHLOro criBpodiTHHKA 10 00JIKOBUX 3alMCIB e1eKTpoHHOI nowTtn TI
NOBHHEH Oy TU HECI'dMHO BIAKIIHOUEHHI Ta JIcaKTUBOBAH UU.

3.13. be3neka mepe:xi
Hactynni BuMoru 000B’3K0Bi 10 BUKOHAHHS:

Bumorn no xondirypauii Oesnexu [OBUHHI OyTH BU3HAYEHI Ui BCHOTO
MEPEKEBOro 00JIaTHAHHS;



— Bwunmoru j1o konTposto ayrenTHdikarii Ta JIocTyny. noBiHHi OYTH BU3HAUeHi Ta
HOBUHHI Oy 11 BIIPOBAKCHI;

- Bumoru 1o cuctem Ta Mexaii3smin T\l(;‘HiTOpHIH‘_\' Oe3IIeKH Mepexi MOBHHHI
OyTH BU3HA4Y€HI, BIPOBA/PKEHHI, HCOOXIJIHUM YHHOM YTIPaBISTUCS;

— YCl OHOBJICHHSI IIOBMHHI BYACHO BCTAHOBIIIOBATUCH),

— 3MIHU MOXKYTb Oy TH BHECCHI JIMILIC QJIMIHICTPATOPOM cHCTEM abo BiAIIOBIAHUM
ABTOPU30BAHNM KOPUCTYBAUCN;

— Ilpouec pesepsloro  KONOBAHHS — MCPEKCBUX  [PUCTPOIB  (HANPUKIIAL,
CUCTEMHOI'O TPOIPAMHOI0 3a0e3NeyeHHs, JlaHuX KoH(pirypauii, dainip 6a3
JAHWX) TTIOBHHEH BIJIOYBATHUCS PEIYIISIPHO;

— Bumoru j10 koHpirypyBanus Oesneku Wi-Fi mepex:

o 3MiHa 11apoJiiB 3a 3aMOBYYBAHHSIM;

o Buwmxkncuns WPS;

o Bumknenns SSID Broadcast,

o CBoevacHe OHOBICHHSI IIPOLIUBKH;

o OOMexeHHS MOKIIMBOCTI 1111 €/THAHHS TPUCTPOIB JI0 JIOKAJILHOT MEPEXI.

IIporokoJin 6e3ne4Horo 3B’ sA3Ky
[I{o6 3axuctuTH iHdopmallito B cucremax Ta Jjiogarkax TI', HeoOXiHO HaIeKHUM
YUHOM YIPaBISTH Ta KOHTPOIIOBATH MEPCKI.
Bukopuctants 11poTOKOIIB  OC31CHHOIO 3B S3KY  1apaHTyOTh KOH(IAEHILIMHICTD,
LIAICHICTB, JIOCTYIHICTL Ta crocrepexanBocti indopmartii, 1o rnepeactnes.
HacTynHi npotokosnn HaUOIbII NPpUIHSTHI JUIS BUKOPHCTAHHS:

= BSHZ: .

- LIPS

= TleB Tl

=" TPk

— WSS;

= SMTPS;

— DNS-over-HTTPS.

3.14. Bukopucranusi pobo4ux HpUC I pPoOiB

11" moBuHHA BCTAaHOBUTU BUMOTH 111010 O€3I1€KU MPUCTPOIB, 3MIHHUX HOCIIB IiJ] 4ac
IX BAKOPUCTAHHS. "

PoGoui mpuctpoi kopuctyBauiB B 11 MawTh KOHTPOJIOBATHUCS LIEHTPaIi30BaHOK
CUCTEMOIO YITpaBIIIHHSI. »

OO0o0B’s3k0Be  OU10KYBalHs  €KpaHy Ha [PUCTPOsIX [1ic/s BCTAHOBJIEHOI'O vacy
Ge3isbHOCTI oBMHHE OYTH HasalToBane Ha BCix poOOUMX IPUCTPOSIX.

3axucT poOOUUX [PUCTPOIB LIISXOM LIMPPYBaHHS )KOPCTKUX JIMCKIB Ta MapoJiB s
pO30JI0KYBaHHS 110BUHEH OyTH peajli3oBaHUM 3a HeOOXIIHOCTI.

[lepconan Hece BIANOBLAANBHICTL 3a 3a0c3nedettst Gizuunol Oe3rneku podouux
IIPUCTPOIB MPU X BUKOPUCTAHHI 3a Mexamu npumiticHb T (oOmexeHHs hizudHOro
JOCTYIY TPETIX CTOPIH, CJIIYBaHHS BUMOIaM OJIOKYBaHHS CKPAHY ).

3a0e3IeYeHHs  BUKOHAHHS  BHMOI 1110/10  0€311eUHOI0  BHKOPUCTAHHS  pOOOUMX
MPUCTPOIB Mae€ OYTH ABTOMATU30BAHO “3a JIONOMOI'OK BIJUITOBIJIHUX TPOrpaMHHUX
IHCTpYMEHTIB. [lomiTHKKM HamamryBanns Takux 1HCTPYMCHTIB MOBUHHI PEryJIsipHO
MneperyslaTuch Ha BIINOBUIHICTD Jladii Tlomimuith ra iHIIMM [IIBOBUM NOJITHKAM
1T



3.15. BcranoBjiennst 0e3me4yHUX OHOBJIEHb .

TI" moBMHHA BCTAaHOBUTH BHMOIM 111010 BCTAHOBJIEHHS OHOBJICHBL Ha BCIX [A, 3 gKuX
HAJA€THCS JOCTYII JI0 in)opMaui'f/I'IOCHyr/pecy\pciB TT,

PexxuM aBTOMATHYHOIO OHOBIIEHHS! BUITPABIIEHb a00 MOXKIIUBICTH 3pOOUTH 11€ BPYUHY
Mae OyTh 3abe3redeHa aJMIHICTPATOPOM CHCTCM. AHTHUBIPYCHE MpOrpamHe

3a0e3neyeHHst Ta THIT KOMIOHCHTH OC3HCKH TTOBHIIT PCIYIISPHO TEPEBIPSITUCH Ta
OHOBITIOBATHCEH 10 OCTAHHKLOT BepCil.
[lepen BCTaHOBIICHHSAM OHOBJICHL 1Ha BHPOOHHYI CHCTCMH HEOOXIJIHO TMPOBO/IMTH

TECTYBaHHS OHOBJICHb B OKPEMOMY TECTOBOMY CEPeJIOBHIIL.
TI' moBHHHA TPOBOMWUTH TEPIOIMUHUN OTIISIT HA BeO-calTi TocTavyajbHUKA, SKUN

Hajac iHpopmaliiiii akTHBH HaA HAsIBHICTL OHOBJICHD.
Sxuio onepaniiina cucrema - Windows, iHCTpYMCHT YTIPaBIIIHHS BHITPABICHHSME
MOBHIICH OyTH NAIAIITOBAHKI TAKIN THIIOM, 11100 BIIT ABTOMATHYHO 3aBalTaXKyBaB

ocTaHHI BumnpaBnenHs 6e3nexkn Microsoft. TlepeBipka Ta 3acTocyBaHHs BHIIpaBJeHb
MOBHHHA MPOBO/IHTHUCH 32 HEOOXITHOCTI.

Cucremun l.inux MOBMHHI CBOEYACHO OHOBTIOBATHCS BIJUTORITHUMK  MMaTUaMM,
[POTECTOBAHUMH 1a BIIPOBAKCHUMH HAJICKHUM YUHOM.

ANIMIHICTPaTOp CHUCTEM BIJIMOBINAILHUN 3a 3aTBEp/UKEHHS BCIX BHITpABIEHhL Ta
BIMOBIJIQAJILHUI 332 BCI TeXHIUHI 3MIHM KOHDITyparii Ta orepaliiHiX CHCTEM,
POrpaMHOro 3a0e3reveHHs, aHTUBIPYCHUX OHOBJICHb, CBOEYACHOIO BCTAHOBJICHHSI
BUIIPABIIEHb Ta APAUBEPIB I MEPEKEBUX MPUCTPOIB, pPOOOUMX CTAHITIH.

3.16. OOMexxeHHS] BCTAHOBJIEHHSI NPOrPaMHOIO 3a0e3neYeHHsl

IIpaBuiia 10 BCTaHOBJIEHHS IpOrpaMHOro 3abe3leueHHs KOPHCTyBadyaMH ITOBHHHI
OyTu BU3HaYeHi Ta BrpoBakeHi TT .

TI' nmoBHMHHA CTBOPUTH Ta 3acCTOCOBYBATH IIpaBUja IIOAO JO3BOJIEHOTO JIJIs
BCTaHOBJIEHHS IIPOrPaMHOro 3abe3leueHHs] Ta KOHTPOJI0, 0a3ylounch Ha MPUHITHIII
MiHIMalIbHUX TpuBineiB. BinmosinansHa ocoba 3a Ib Ta amminicTparop cucreM
MalOTh CTBOPUTU CIUCKHA JO3BOJICHOTO Ta 3a00pOHEHOTrO [UIsi BCTAaHOBJIEHHS
porpaMmHe 3abe3rneyeHHsl.

BceraHoBineHHs nporpaMHOro 3abesredeHHs MOBUHHO OyTH OOMeXeHe ISl BCiX
KOPUCTYBa4iB, IIpOT€ MOXJIMBI BHHATKH, sKi IMOBHHHI OyTH cXBajeHi
aJIMiHICTpaTOpoM cHcTeM Ta BimmosigansHoro ocoboro 3a IB.

DyHKIIST KOHTpOMIO 3akpimieHa” 3a BiamosimamsHoo ocoGoro 3a 1B Ta
KepiBHUITBOM, 106 3a6€3MeYMTH HANEKHHH piBeHb KOHTPOIIO Ta PO3IiNCHHS
IIpUBILIETB.

3.17. 3axucr Bix mkigausoro I13

IlomepenHe TecTyBaHHs IporpamMHoro 3abesrmevyeHHsl Ta IepeBipka daimiB mo iX
BCTAaHOBJIEHHA Ha IPUCTPOSX, 3 SKUX ICHYe€ JOCTYNl JO KOPIIOPAaTHBHOI
iHdopMmanii/cucTem/pecypciB MOBHHHI 3a6e311e4yBaTUCh aIMiHiCTPATOPOM CHCTEM.
JIume mnporpamHe 3a0e3neyeHHs, 3aTBep/KeHe aJMiHICTpAaTOPOM CHCTEM Ta
BignoigaiasH010 0c06010 3a IB, 103B01€HO BCTaHOBMIOBAaTH Ha cucteMu 1T .
Ckanepu mpotu wmkimueoro I3 HeoOXiIHO HaNalITyBaTH Ha aABTOMATHYHE
CKaHyBaHHs BIAIIOBIAHUX KOMITOHEHTIB BiZipa3y IiCJIsl BUITYCKY OHOBIIEHE.

TT" mMae HamamtyBaTH aHTUBIpyCHE NporpamHe 3a0e3ledeHHs] Ha: CKaHyBaHHS IIij
Yyac 3aBaHTAXEHHS, CKaHyBaHHS (PailIoBUX Ta MOIITOBHUX CepBepiB MPUHAMMHI OIHMH
pas Ha JeHb Ta OyIb-SKHX IHIIUX CEpBEpiB — NpPHHAWMHI pa3 Ha TWKIECHB,
CKaHyBaHHS (ailliB IpPU BIOKPUTTI, CKaHYBaHHS BKJaJeHb BXiIHOI Ta BHXiJHOI
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eJIEKTPOHHOI MOWITH, BeO CKaHyBaHHs BMICTY IpH CUHXpOHI3allil 13 CKaHyBaHHIM
[OPTATMBHHX PUCTPOIB, € 1€ MOYKJIHUBO. .

YIpaBIliHHS Ta [eperisil XKypHaiB AHTHUBIPYCHOTO MPOTPAaMHOr0 3a0e3TeueHHs Mae
3MiMCHIOBATHCS aIMiHICTPaTOPOM CUCTEM.

Jlnst 3aXWUCTy TPOTPaMHOro 3abesnedeHHs BiJ LIKIUIMBHX MPOrpam TI' moBUHHO
3mificHIOBaTHCA: pydYHE/aBTOMaTWYHEe Ta [UIAHOBE CKaHyBaHHsS, BHJAJICHHA
3apaxkeHUX (ailsliB, PO3MIIIECHHS 3apaXKEHUX. daiiniB Ha KapaHTUH, SKi HEMOXIIMBO
BUJQJIMTH, MOXJIHMBICTH aBTOMAaTHYHOIO Ta 3allIaHOBAHOT'O OHOBJICHH, peecTparis
BHITAIKIiB UIKi/UTMBOTO IIPOTPAMHOrO 3a0e3NedeHHs Ta 3a0e3NedeHHs MOJKJTHBOCT]
aHaJIi3y JIOTiB, IIEHTpaTi30BaHe yNPaBJiHHs Ta BEJICHH JIOT1B.

KoM I0TepH, Y SKHX BUSBIEHO LIKiITHBE IPOrpamMHe 3a0e3NeueHHs, Ta KOMIT I0TepHU
6e3 aHTHBIPYCHOrO MpPOTPaMHOrO 3abe3NedeHHs 3a0OPOHEHO mia’ eqHyBaTd 10
BHyTpimHb0i Mepexi TT.

AnMiHiCTpaTOp ~ CHCTEM IOBHHEH  MEpiOAMYHO nepeBipATH Ha  BeO-cadTi
moctavyajgbHuKa iH(GOpMaliiHuX aKTHBIB Ha HASBHICTH BiJMOBIAHUX OHOBJIEHD.
AnMiHicTpaTop cuCTeM Ma€ HaNalUTOBYBATH PEXHM aBTOMATHYHOTO OHOBJICHHA
naT4iB a00 poOUTH 1€ BPYUHY.

BinmoBifanpHicTs 32 KOHTPOJb JOTPUMAaHHS 3aXUCTY Bia mkizmmsoro 13 noknaneHo
Ha BignosiganeHy ocody 3a Ib.

3.18. YnpaBjiHHSA NOTYKHOCTSMH

TI' MOBMHHA BiICTEXYBATH, HATAINTOBYBaTH BUKOPHCTAHHS DeCypeiB Ta CKNalaTh
TNPOrHO3H IOA0 MaHOyTHIX BHMOT JO MOTYXKHOCTI, 106 3abe3MmednT HeOoOXiAHY
IPOIYKTHUBHICTH CHCTEM. v

BimnosiganpHuMK criBpoOiTHHKamMu TI' Mae TNPOBOMMTHCH PEryJIAPHO aylHT
noTy)XHocTelf. BuMOrH [0 HBOTO MOBHHHI OYyTH BU3HAYEHi BIAMOBIAHO [0
npiopureTy iHGOPMALIHHOI CUCTEMHU UL misuteHOCTI TT.

OcoGiiBy yBary ciij NPUAUTHTH JOPOTOBApTICHUM pecypcam , ab0 TakuMm, IO
noTpe6yIoTh 6arato 4acy Ha OTPUMAHHs/BiIHOBIICHHS. AJMiHICTpaTOp CHUCTEM Ta
BignmosinansHa ocoba 3a Ib HecyTh BiJIMOBiJIBHICTh 32 MOHITOPUHI KIIFOUOBHUX
TIOKa3HHKIB €(EKTUBHOCTI CUCTEM.

3.19. JloryBaHHSI T2 MOHITOPUHT
Tahopmartis, sIKy CIiJ 30MpaTH 3 BIACHUX CUCTEM Ma€ BKIIOYATH B cebe:

— Jlaty Ta 4ac noaii;

— InentudikaTop KOpUCTyBaya,

— Tun 3anuty/nii; ,

— Craryc 3anuTy (yCIilIHUI 91 HEBAAIUN);

— TIlomii, m0 BKIIOYAIOTh 3MiHM, MOXYTh BKa3yBaTH Ha IMO4YaTOK Ta KiHLIEBUH

. CTaH TOILO.
TT MOBMHHA BH3HAUATH HEOOXiMHICTH IpPOBEJEHHsS py4HOro 300py JIOTB B THX
cHCTeMaX, e 1€ HEMOJKIIHBO aBTOMAaTHYHO a0, AKIIO aBTOMATHYHUH ayIuT JIOTiB HE
MIiCTHTBH HEOOXiHOI iHhopMarii.
Il peanizanii HEMOXIHBOCTI 3MiHH/BUANICHH KypHAJIIB JIOTiB aJMiHICTPaTOPOM
cucteM, B TI' MaroTh GyTH BIIPOBaKeHi JOJATKOBI 3aCO0HM KOHTPOIIO Ta pilieHHs
JUISL peecTpariii Ail. SIKIO KPUTHIHO BAXKIIMBI CHCTEMH HE MalOTh yHKuil peecTpaii
nilt agMiHicTparopa cucTeM, MOTPiOHO MepeiTH Ha Bepcii a6o HOBi mmarGop™mu 3
HASBHOIO TaKolo QyHKIiero abo 3MIMCHUTH 3aTBEPIKEHHS TaKMX BUHSITKIB
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Kepiauursom TI'. V pasi HeMOXIMBOCTI 3MiHM CUCTEM YU CEPBICiB, TaKi BUHATKH
IIOBHMHHI OyTH moromkeHi 3 KepiBHULITBOM.

TI" Mae BXXMBaTH OpraHizalifHMX 3aXOAIB Ta BIIPOBAKYBATH IHCTPYMEHTH 3aXHCTY
JUISE CXOBHIIIA 3 apXiBOM JIOTiB.

3.20. Binnanenuii gocryn

IntepueT-pecypcu TI' MaroTh BHKOPHCTOBYBATHCS IJIsi JAMCTAHLIMHOrO BMKOHAHHS
pobounx 3aBHaHb, iHpoOpMaliliHO-aHAIITHYHOI poboTH B iHTepecax TI, oOminy
TIOIITOXO 13 TPETIMU CTOPOHAMH.

[HIIe BUKOpHCTaHHS [HTEpHET-pecypcCiB CiIil pO3MVIALATH AK MOPYIIEHHS.
[Tigxmoyenns no mepexi IatepreT B TI' MOBUHHO 37iCHIOBaTHCS aIAMIHICTPATOPOM
CHCTEM Yy IOPSAKY HaJaHHS IpaB nocTymy. [lpu mnepeMilleHHI CHiBpoOiTHHKa
(3BibHEHHI, IepeBefieHHI B iHIIWE mimposain) Horo Oe3nocepenHiii KepiBHuk
IIOBHHEH IOJIaTH 3asBY Ha CKacyBaHHS IIpaB JOCTYILY.

Binmanene migxmrodeHHs a0 iHGopmariiHux aktuBiB TI' Mae 3aifCHIOBaTHCS 3a
JIOTIOMOTOI0 BH3HAYEHHX aIMiHICTpaTOpoM CHUCTeM Ta BiamoinanabHOIO 0CO00KO 3a
Ib pecypcis.

3’enHanHs  Beb-3ycTpiueil/BimnaneHoro ympasmiHHS (Hampukiaan, TeamViewer,
AnyDesk) He MOBHHHI BUKOpHCTOByBatHcs B Mepexi TI' s HalaHHS BifnaneHoro
JIOCTYIly TPeTiM CTOpPOHaM 3a 3aMOBYyBaHHSM. Lleff TN mifKiIro4eHb NO3BOJEHUH
JNUIIe A7 TEXHIYHOro OOCIyrOBYBaHHS Ta YCyHEHHs HECIIPaBHOCTEH CHCTEM IicCis
 HaJIeXXHOT aBTOpH3aLlil.

3.21. Pe3epBHe KoniloBaHHSA v

Pe3epBHE KOIMiFOBaHHS MOBUHHO 3[iHCHIOBATUCS PErYJISAPHO.

KpuTruHO BakiaMBa iHQpOpMaIs, NporpaMHe 3a0e3Me4YeHHs Ta CHCTEMH, IO
M1 UIAraloTh Pe3€PBHOMY KOITiFOBaHHIO, TOBUHHI OyTH BU3HAYEHI.

I[TepioqMYHICTh CTBOPEHHS pe3epBHUX KOIiM Ta 4acTOTa iX TECTyBaHHsA MOBUHHI OyTH
YiTKO BU3HAUEHI.

Tun pesepBHOro KoIiroBaHHs (IIOBHE, iHKpeMEHTHe, AHdepeHIiioBaHe) MOBHHEH
OyTH BH3HAYCHUH aIMiHiCTPaTOPOM CHUCTEM JJIsl KOXKHOI CHCTEMH.

PesepBHi komii IOBUHHI 36epiraTucs OKpeMo BiJl OCHOBHUX KOTIil Ta MOBUHEH OyTH
3a0e3reYeHuil HaJeXHUM piBeHb Ge3MeKH, a JOCTYI IO Pe3epBHHUX KOMil IOBMHEH
OyTH 0OMeXeHHH Ha TOMY K PiBHI, IO i 11 OCHOBHHX KOIIiH.

JlocTyII 10 pe3epBHUX KOIIiif TOBHHHI MaTH JIKIe BU3HaueHi criBpoOiTHuku TT'.
BinmoBiganeHicTe 3a 3OIMCHEHHS pe3epBHOrO KOIIIOBAaHHS IOKJIAJA€ThCs Ha
BinnosinaneHy ocoOy 3a Ib.

3.22. be3neka KoMyHikauii

TT' moBMHHA BHM3HAYWTH JO3BOJIEHI METONU IS 3B'SI3Ky (Iepenadi KOpIOpaTUBHOI
indopmariii) Bcepeauni TT" Ta 3 TpeTiMU CTOPOHAMHU.

OG0B'I3K0BOIO € IepeBipKa BKIaeHb 3 TOMITOBUX CKPUHBOK Ta iHIIMX MECEHIKEPIB
nepe]] 3aBaHTaKECHHSIM.

3aboponenuii goctyn a0 pecypciB TI' 3a mpsIMUM IOCHUTIAHHSM.

[Tin wac o6MiHy iH(pOpMaIli€r0 MOBHHHI BHKOPHCTOBYBATHChH JIHMIIE 3aXHUILEHI
IIPOTOKOJIH Nepeaadl JaHUX.

B TI' noBuHeH OyTH BIPOBAUKEHWH Ta MiATPUMYBATHCh IPOLEC EIEKTPOHHOIO
CHINKyBaHHs, BKJIIOYAIOYM  [MTaHHS  Oe3NeKkW,  BiANOBIAHO 1O . piBHA
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koH(imeHUiiHOCTI mepenanoi inpopmanii. Tam, e Le HeOOXigHO, MOBHHHI OyTH
BIIPOBAaJDKEHI JOATKOBI 3ac00H 3aXUcTy (UGPOBHIA MTiAMTUC, IHGPYBAHHS TOILO).
A}

3.23. YnpaBJiHHs 3MiHAMH
TT' moBMHHA KOHTPOMIOBAaTH 3MIiHM B Ipolecax IisIbHOCTI, 3acobax 00poOKu
iHpopMariiil Ta cucreMax, [0 BILTHBaIOTh Ha Ib.
IIpouenypu ynpaBiiHHS 3MiHaMH IIOBUHHI BKITIOYATH:
— InenTudikauio Ta peecTpaliro CyTTEBUX 3MiH;
— IlnaHyBaHHS Ta TECTyBaHHS 3MiH;
— AHaui3 noTeHuiiHoOro BIUHBY (BKIO4YarouH 1B);
— BignosigHicTs Bumoram Ib;
— Ilpouenypu 3aTBepIKEHHS 3MiH;
— Ilpouenypu Binmkary;
— Ilpouenypa peanizanii TepMiHOBUX 3MiH JJISl LUBHUJKOTO Ta KOHTPOJIHOBAHOI'O
BUKOHAHHS 3MiH y pa3i pearyBaHHs Ha aBapii Ta Aiil BiAHOBIEHHS.

3.24. YnpaBJiHHSI BPa3JIUBOCTSIMH

[rdopmarito mpo TexHiuHi Bpa3IUBOCTI BHKOPHUCTOBYBAHHUX iHPOPMAaLIHHUX CHCTEM
CIIii OTPUMYBAaTH CBOEYACHO, OL[IHFOBATH iX BIUIUB Ta BXXHBATH BiIIOBIJHHUX 3aXOJiB
IUISl yCYHEHHS TIOB'SI3aHOTO 3 IIIM PH3HUKY.

OwmiHka Bpa3IUBOCTEH IOBHHHA IPOBOJUTHCH PETYJSIPHO Ta OYTH YaCTHHOIO
Ipolecy  YNpaBIiHHSA  Bpa3iMBOCTAMU. I  KPUTHYHMX  CHCTEM  Ta
30BHILIHBOI/BHYTPIIIIHEOI MepeXi, TeCTyBaHHS Ha MNPOHUKHEHHS [EPUMETPY
IIOBUHHO IIPOBOAMTHCS IEpIOAWYHO. BiAmoOBiNanbHICTH 32 KOHTPOJBb IMPOBEIEHHS
OLiHKM Bpa3JIUBOCTEH MOKIAJEHO*Ha TPETI0O CTOPOHY, & YCYHEHHS BpPa3JIMBOCTEM
NOKJaleHO Ha aAMiHicTpaTropa cucteM Ta/abo BiamosimanbHoro criBpoGiTHHKa 3a
iHpopMalliliny Ge3rexy.

3.25. YnpaBJliHHS pU3HKaAMH

VrpaBiiHHSI pU3UKaMH € HEBiJ'€MHOIO YacTHHOIO IisUTbHOCTI Ha Beix piBHsaX TT.
Meroro ynpabiinHs pusukamu € HanauHs KepiBauury TI iHpopmarii, HeoOXigHOT
JUISl IPUMAHSATTS OOTPYHTOBAaHMX PillleHb LIOAO 3MiHU MPIOPHUTETIB MisJIBHOCTI IS
yIpaBIiHHS 00J1acTIMU HEIPUMHIATHO BUCOKOTO PU3HUKY.

TI' mae 3pificHIOBAaTM OLIHKY PH3MKIB, OCKIIBKM Ll MpoLec ifeHTUudikalii,
BHUMipIOBaHb Ta BU3HAYEHHS MpiopUTETiB pu3uKiB Ib.

TI' mMae BmpoBaguTH BIAMOBIMHI 3ax0oau Oe3leKku s MiHiMi3allii PU3MKIB IicCIs
IIPOBEJIEHHS OI[IHKY Ta 1X MmpiopuTe3arlii. :

Ilpomec omiHkM Ta ympaBiiHHsA pusukamu Ib mae OyTH iHTerpoBaHMii B Mpoliec
yIpaBIIiHHS pU3UKAMH TisUTBHOCTI. '

3.26. YnpaBaiHHs iHIHIAeHTAMH

TI" moBuHHa minrpuMyBatu [lnaH pearyBaHHs Ha iHIKIESHTH KibepOesneku (/lomaTok
2), SIKA{ TTOBUHEH CITMpATHUCS Ha MOCTIHHUN ONEpaTUBHUN MOHITOPHHT 1 MPOIeAypH
pearyBaHHs Ha 1HI[AJEHTH.

TI' moBUHHA pEryJsipHO TPOBOJWTH HABYaHHA Ta IIiJBHIICHHS OO0I3HAHOCTI
nepcoHaxy B cdepi ympaBiiHHS iHUHAeHTaMU. [TiqTpUMyBaTH Ta pO3BHUBATH MpPOILIEC
pearyBaHHs Ha Bci Tumnu iHUuAeHTIB Ib, BigmoBigHo a0 IloniTUKK pearyBaHHS Ha
iHnuaenTH kibepoesneku (JJomarok 1).
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Koxen cnino6iTHHK Hece Bi,[[HOBi,Z[a.HLHi'CTB 3a MOBIAOMJIEHHS BimmosimanbHOT
ocobu 3a 15, xonu BiH a60 BOHA Mi3HAIOTHCS po Te, IO CTaBCs abo Mir craTtucs
inmmnent IB, sIKMit Mir TOCTABUTH 11 3arpo3y GesrnepepBHicTs aismbrocTi TT.
CriBpoOITHUKMA Ta TpPeTi CTOPOHM MOXYTh HaMaraTHCS BUPIIIMTH iHUMIEHTH 1B
JIMIIE 3a BKa3iBKaMH Ta 3 MPSMOro J03Boiy BiamosiganbHoi ocobu 3a Ib.

3 MipKkyBaHb Oe3meKkd Ta TEeXHIYHHX MipKyBaHb T 3anuinae 3a co0Oi IIpaBoO
BIZICTEXKyBaTH, 3alIUCYBaTH Ta PEECTPYBATH BCe BUKOPUCTAHHS CBOIX iH(OpMaLiHHIX
aKTHUBIB 1 NIsUTBHICTB Y Mepexi TT .

3.27. besnepepBHicTh AiSIJILHOCTI

TT' noBuHHa 3a0e3nednTH HaSBHICTH HEOOXIAHUX pecypciB mis Oe3nepepBHOI
IiSUTBHOCTI Ta IIBUIKOTO BiJHOBJIEHHS KPUTHYHUX CHUCTEM Y pasi HemepeabauyBaHUX
CUTYyaIliH.

KepiBHMKM Migpo3AisliB HECYTh BiNMOBINAIBHICTh 3a BHM3HA4YEHHS BHUMOI MO0
3aXUCTy JOCTYIHOCTI CHCTEM/CEpBICiB/IaHMX 1 HECYTh OCTaTOYHY BiAMOBIIAbHICTD
3a i1X BHKOHaHHs. Bumoru MaroTh 0a3yBaTHCs Ha aHai3l PHU3HKIB, KPHUTHYHOCTI
aKTHBIB 1 BpaXOBYBaTH HOPMATHBHI BUMOTH. KepiBHULITBO HeCe BiAMOBIAAIbHICTD 3a
3abe3neueHHs HeoOXimHoro (GiHaHCYBaHHSA IS iX peanisauii. BiamosinansHa ocoba
3a Ib nmoBuHeH 3abe3neuyBaTy Ta MiATPUMYBaATH O€3MepepBHICTb CUCTEM Ha BUIAI0K
HernepenoadyeHuX 0OCTaBHH.

MosxnuBocTi aBapiiHOro BiJHOBJIEHHS OCOOJIMBO Bpa3iMBi 10 300iB i He MOBUHHI
BBaXKaTHCS NPUNHHSATHUMHU, SKIIO BOHU He MPOXOASTH PeryJispHi 3aJ0KyMeHTOBaHi
BUIIPOOYBaHHS.

12

4. Ileper.isin, OHOBJICHHSI Ta PO3MOBCIOAKEHHS

[Tomituka Oyae omyOikoBaHa y ¢hopmi, SKy HEMOXKJIHBO JIETKO 3MIHHTH, 1 y Gopmi,
JKa € aKTyalbHOI, IOCTYIIHOIO Ta 3pO3yMUIOI0 AJIs LIbOBOTO uMrtaya. [lomiThka
30epira€TbCsi Ta € JIETKOAOCTYNHOIO [IJIsl IepCOHaly Ta TpeTiX CTopiH (3a
HeoOX1THOCTI) JUIsl TOJANTBIIIOT0 BUKOPUCTAHHS.

[Tonmituka Oyne po3MOBCIOMKEHA B eleKTpoHHoMy Burisai. Hosa komis [Monituku
Oyze mommpeHa pa3oM i3 HOBOIO Bepciero Oyab-skoro kommnonenTa [loxituku. Hosa
KOIIisl MaThMe 301IbIIeHNI HOMep Bepcil.

Ilepconan, sikuii oTpuUMye CIIeKTPOHHY KOTIiIO, OHOBJIFOE BJIACHY MarepoBy BepCito
[TomiTuku Ta 36epirae ii.

BinnosinaneHiCTP 3a KepyBaHHS Ta OHOBJEHHs [loNiTUKM TOKJIaleHO Ha
BinnosinaneHy ocoOy 3a Ib. Onosnena [lomituka mogaerbest mo Kepisuunrsa T mist
octaToyHOro 3arBepkeHHs. [lomiTrka neperasgaeTbes MOPIYHO i 3a0e3neyeHHs
il agekBaTHOCTI Ta BigmOBIAHOCTI motpebam i minmsm TI abo wyacrimie, AKIO L€
HeoOXiHO (i Yac BHeCEHHS CYTTEBUX 3MiH).

Cexperap cenuoli paau | (7 (./égggée "~ Jloamuaa IBAHOBA
' 74
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5. = Ilepeaik BigmoBizaabHHUX 0CIO '

BignoBigaisHa ocoba 3a
iHbopMarlliitHy 6e3neKy

AIMiHICTpaTOp CHUCTEM

Tperi cTopoHu

Ke_piBHHuTBo
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JlomaToxk 1
IoaiTuka ynpaB/aiHHS iHHHAEHTaMH Ki0epOe3nekH

1. 3araabHe |
[ToniTvka ympaBiiHHS iHUUAeHTamu KiGepOesneku (mani — IloniThka) BU3HAYae
BUMOTM Ta IIOCHiJOBHICTH, Mifi IIOAO BHABJEHHS, aHalli3y Ta OIpaLlOBaHH
iHnuaenTiB kibepOesneku (mami — KB) y JluMepchbkiil cenMInHiA TepHUTOpiaNbHiH
rpomani (zami — TT).
Mertoro [TomiTuky € 3a0e3MnedeHHs:
—  Oprasizaliis onepaTHBHOIO BUSBICHHS, OLIHKU Ta pearyBaHHs Ha IHIMIEHTH
KB;
—  Minimizauii Hachinkis innuneHTis Kb;
—  3ano6Giranss innunenram Kb B MaiilOyTHbOMY, MOJIMILIEHHS BIPOBAIKEHHS Ta
BHKOPHUCTaHHS 3aXUCHUX 3ax0/iB Kb;
—  Bimnosiguocri pias Kb TI” BuMoram 3akoHiB YKpaiHu, HOPMaTHBHO-IIPaBOBHX
akTiB YKpaiHu Ta MiXKHApOIHUX cTaHAapTiB B obsacTi Kb;
—  3Baxucry indopmaniiinux cucrem TI Bix nopymeHp KoH}ineHLiHHOCTI,
I{JIiICHOCTI, JOCTYITHOCTI Ta CIIOCTEPEXXHOCTI.

1.1. Knacudikauis iHnuuaeHTiB

3a Hacmigkamu iHmuaeHTH Kb nosuHHI KinacudikyBaTHCh 3a BiAMOBIIHO 10 TaOHI,
AKa HaBeJeHa y myHKrti 2.2.3 naHoi [TomiTuky.

1.2. Buau iHunageHTiB

— B niti [ToniTyni BU3HaYeHi HACTYIHI BUIU {HIIMICHTIB:

—  TlopymeHHs winicHOCTI iH(popMaLii;

—  Tlopyuienns koHGiIeHIIHHOCTI;

—  IlopyIeHHs JOCTYITHOCTI;

—  Tlopy1ieHHs CIIOCTEPEXKHOCTI.

2. PearyBanns Ha inuugentn Kb

Eran pearypanns Ha inuuaeHTd Kb B iHdopmamilinux cucremax TIT noBuHeH
BKJIFOYATH HACTYTIHI KPOKH:

—  ITigroroBka;

—  BusaBneHHd Ta aHami3;

—  CrpuMmyBaHHS; '

—  YcyHeHHs;

—  Bin»oBieHHS;

—  Anani3 eeKTUBHOCTI.

2.1. ITinroToBKAa

Tlnst 3a6e3neuenns rorosaocti TIT 1o omepaTuBHOro pearyBaHHs Ha iHnuaeHth Kb
TIOBKHHI 6yTH po3pobiieHi TlaHu pearyBaHHs Ha okpeMi Buau inuuaeHtis Kb, mo €
HaKOIIBII AMOBIpHMMHM JUIsI TIEBHOI NPUKIAIHOI CUCTEMH 3 ypaXyBaHHSM YMOB Ta
pexuMy 11 (GYHKLUIOHyBaHHS BHUXOASYM 3 NPOTHO30BAaHMX JaHHUX Ta EKCHEePTHUX
OLIIHOK.
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PospoOka ruianis pearysanns Ha iHmuaeHTi Kb € 0cHOBOIO 17151 cHCTEMHOTO MMiaxomy
JI0 IIpolLiecy ynpaBiiHHS iHnuaeHTtamu Kb B TI.

2.1.1. Eran «CTBOpeHHs MIaHy pearyBanus Ha iHnugeHT KB»

Binnosinansaa oco6a 3a Ib MOBHHHA IPOBOAMTH TOIIYK iHGOpMALl Mpo aHaIOrivHi
iHmunenta KB, ski BinGyBanucs B MUHYJIOMy Ta JUIs SKHX pPO3POGIIEHO THUIOBHIA
IUIaH pearyBaHHs.

Axmo s motodnoro Bumy iHumnenty KB y 6a3i 3HaHb icHye THIOBHN IUiaH
pearyBanHsi, To Binnosinanssa oco6a 3a Ib nepexoauTs 10 Horo peanizarii.

Sxmo moni6uux innupentiB Kb y 6asi 3nanb Hemae, Bigmosiganbha ocoba 3a 1B
TIOBUHHA PO3POOUTH KOMILIEKC 3aXO[iB, SIKHH O(OPMIIOETbCS y BUIISIII [MIaHy
pearyBanHs Ha iHIuAeHT Kb Ta 36epiraetbes B 6a3i 3HaHb.

2.2. BusiBiaenHs Ta anajis

2.2.1. Etanu «Busipjenns Ta ingopmyBanns npo inunaent. 36ip Ta peecrpauis
inpopmauii npo inuugent Kb»

Y pasi BUABIEHHs iHUMIEHTY abo crnabkux micus Kb npauisauku TT' a6o 3amydeni
TPeTi CTOPOHH MOBUHHI IOBijoMuUTH 1po 1ie Binnosinansay ocoby 3a IB.

/10 OCHOBHHUX O3HAK iHIMIEHTY BiTHOCATHCS HACTYIHI (HEBUUEPIHUIL TIepeTiK):

—  CyrTeBe 3HMKEHHS MPOTYKTUBHOCTI NMPHKIAJHUX CHCTEM a60 HEJOCTYIHICTH
IIPUKIAIHUX CHCTEM;

—  IloBimomneHHs aHTuBipycHOro I13;

—  HecankuionoBaHa IisTIbHICT Y Mepeski Ta IpUKIagHUX cucTemax T

— - CrpiMke 36inbIIeHHS MepexeBOro Tpadiky;

—  YucneHHi NOBIIOMIIEHHS ITPO IIOMHJIKH Ta 3001;

—  3adikcoBani crpobu mig6Gopy naposmis;

—  3azjaneriip BiloMa HEraTUBHA MO OE3MeKH;

—  Ilonis Gesnekwu, o 3adikcoBaHa y HepoGoumii vac;

—  Hesigomi 06:1ikoBi 3amucy;

—  BigkmoueHi 3aco6u 3a0e3neyeHHs Oe3MeKH;

—  Cnpobu 3acTocyBaHHsS METOAIB COLIANBHOT iHXKeHepiT;

—  BigcyTtHicTb 3ac00iB 3axucTy iHpopmarii;

o e 8

Ipanisank TT, sikuil BUABMB MOMJIMBI O3HAKH IHLMIEHTY, MOBUHEH BKA3aTH y
NIOBIIOMJICHHI HACTYIHY iH(}OpMaLilo:

—  Ommuc npobnemu, 1o CIoCTePIracThes;

—  UYac BUHMKHEHHS O3HaK iHI[UIEHTY;

— Inmi cyrreBi maHi ImOmO IHUMIEHTY — Yy BIiANOBIZE Ha 3aMUTAHHS
BinnosinansHoi ocobu 3a Ib

2.2.2. ETan «AHani3 iHuuaeHTy»

Ilpoesypa moBMHHA pO3MOYHHATHCH 3a (AKTOM OTPUMaHHA BixmoimaneHOMWO
ocoboro 3a Ib noBigoMneHHs po BUHKUKHEHHS iHIMAeHTY KB.

ITicns oTpuMaHHS HOBiZOMIIEHHS TIpo iHIMAEHT BixnosigansHa ocoba 3a Ib mosuHHa
NpOBECTH Kiach(ikalio iHIUAEHTY, aHami3 3i6paHoi iHdopMamifo Ta NPUHHATH
pilIeHHs 100 MiATBEPIUKEHHS HOro cTaTycy.

2.2.3. Etan «OnoBimeHHs nNpo iHuquaeHT™



B TI' onoBiieHHs 3alikaBieHUX cTOpiH (ronoBa TI', 3acTyHHUKH royoBH, Y psnoBa
KOMaHJla pearyBaHHS Ha KOMIT FOTEPHi HaII3BI/I‘IaI/IH1 nojii YKpalHu CERT-UA, sika
¢byHkuionye B ckiami JlepxaBHOL CJIy)K6I/I CHELIAJIbHOIO 3B’S3Ky Ta 3axXHUCTy
iHbopmanii Ykpainu, Ciyx06a Oesneku Ykpainu, HarioHaabHHE KOOpIUHALIHHUN
neHtp kibep6esnexu npu PHBO Ykpainu, 3aydeHi TpeTi CTOpOHM — BiAOBIAHO 10
JOTOBIPHHUX BHMOT, TOILO) ITOBUHHO 3iMCHIOBaTHCSA BianmosinanbHOI ocoboro 3a I
BU3HAYEHUMH 3aC00aMH ITiCIIs MapKyBaHHS.

plBeHL 0, | Kibepinuunent/kibepataka He 3arpoXye CTaloMy, HaaiHiHOMY Ta

HEKPUTUYHUM | IITATHOMY  pPEXUMY byHKIIOHYBaHHS iHbOopMaIifHUX,
(6inumit) €JIEKTPOHHUX KOMYHIKaUIHHUX, iHPOpMaliiHO-KOMYHIKALiHHUX

CHUCTEM, TEXHOJIOTIYHUX CHCTEM.

Kibepinnuaent/kibeparaka Oe3rnocepeqHbO 3arpoXkye CTaoMy,
| HajiiHOMYy ~ Ta  IUTaTHOMY  peXUMy  (YHKUiIOHYBaHHS
| indopMaLiiiHuX, eNeKTPOHHUX KOMYHIKaI[iMHUX, iHpopMaLiiiHo-
KOMYHIKaI[ifHUX CHUCTEM, TEXHOJOTIYHUX CHCTEM, alleé He
3arpoXxye 3axuineHocti (KoHQimeHWiMHOCTI, MmimicHOCTI i
JOCTYITHOCTI) iH(pOpMaIlil Ta JTaHUX, 10 HUMH 00POOIISIFOTHCS.

piBeHb Kibepinunnent/kibepataka 6Ge3mocepeqHbO 3arpoXKye CTAIOMY,
cepefHii | HamiiHOMy ~Ta  IUTaTHOMY  peXuMy  (yHKLIOHYBaHHS
()KOBTI/II/I) | inpopmManiiHuX, eTeKTPOHHUX KOMYHIKaIliiHUX, iH(popMaIliiHo-
| KOMyHIKaIlifHIX CHUCTEM, TEXHOJOTIYHUX CHUCTEM, BHACIIiIOK
4Oro CTBOPIOIOTHCSI MEPEIyMOBH IS TOPYIICHHS 3aXHINEHOCTI
(kOH(1AEHLINHOCTI, LUTICHOCTI 1 JOCTymHOCTi) iHdopmarii Ta
JAHUX, 110 HUMU OOpOOJAIOTHCS, BUHHKAIOTH MEPEeIyMOBH JUIS
IPUNMHEHHA BHUKOHaHHA (QyHKUiM Ta/abo HamaHHA MOCITYT
KPUTHYHOIO iHQPaCTPyKTypOIO.

K16ep1HaneHT/K16epaTaKa 0e3rmocepeIHbO 3arpoXy€e CTajJoMy,
HaJllHOMYy  Ta  IITaTHOMY  peXuMmy  (yHKIiIOHYBaHHS
iHbpopMaLiHUX, eJIeKTPOHHUX KOMYHIKAIiiHUX, iHbopMaIlifiHo-
KOMYHIKaI[iIHHUX CHCTEeM, TEXHOJIOTIYHHX CHCTEM, MOPYIIYETHCS
3aXMILEHICTh (KOH(QIAGHUINHICTh, WITICHICTD 1 JOCTYITHICTB)
iHpopMmalii Ta JaHUX, 10 HUMH OOpOOJISIFOTHCS, BHACIIIOK YOO
BUHUKAIOTh IOTEHLINHHI 3arpo3u A HalioOHadbHOI Oe3meku i
| 060opoHM, CTaHy HaBKOJHUIIHBOTO MPUPOJHBOTO CEPEOBHIIA,
¥COIIiaJII>HO'1' chepu, HaIiOHATIBHOI EKOHOMIKM Ta ii OKpeMHX
| ra;y3eii, NpUNHMHEHHS BHUKOHaHHS (yHKUIA Ta/abo HagaHHS
| mocmyr kputwuHOIO iH(pacTpyKTypoto. PearyBaHHs Ha LbOMY
| piBHI MOXe TOTpeOyBaTH 3aay4deHHs CHJI Ta 3ac00iB OLIbIIE HIX
| omHOTO OCHOBHOIO  Cy0’eKTa HaL[lOHAJILHOI CUCTEMHU
KibepOe3meku.




KiGepiniuneHT/KibepaTaka 0e3MocepeiHbO 3arpoXxye Crajiomy,
HaJifHOMY Ta IITaTHOMY pexumy (GYHKILIOHYBaHHS KiIBKOX
1H(bopMau1HHHx eJIEKTPOHHIX KOMYHiKalliiHuX, iHdopMaiiiHo-
KOMYHIKaIlifHAX CHCTeM, TEXHOJOTIYHMX CHCTEM, MOPYLIy€ETHCS
3axumieHicTh (KOHGMiJeHIiHHICTh, UiMICHICTE 1 JOCTYNHICTB)
inpopMaii Ta TaHWX, IO HAMH OOPOOIIAIOTECS, BHACIIIOK YOTro
BUHUKAIOTh peaNlbHi 3arpo3d Uil HallioHanbHOI Oe3meku |
00OpOHHM, CTaHy HaBKOJIMIIHBOIO IIPUPOJHOTO CEPelOBHIIA,
comianeHoi cdepH, HaNiOHATBHOI EKOHOMIKM Ta il OKpeMHX
ragyseif, NpUNMHEHHs BHUKOHAHHA QYHKLIH Ta/abo HaxaHHS
MOCITyT KPUTHYHOIO iHbpacTpyKTypoIO.
KiGepinnunent/kibepaTraka MOXKe MaTH TPaHCKOPIAOHHWHA BILIHB.
PearyBaHHs Ha I[bOMy piBHI moTpeOye 3amydeHHs CUIl Ta 3aco0iB
OCHOBHHX Cy0’€KTiB HalliOHAIBHOI CUCTEMH KiOepOe3neKHy.

PiBEHb WM KiGepinmuaeHT/kibepaTaka Oe3MOCepeHbO 3arpoXxye CTalloMy,
ENECEI e HalifHOMY Ta INTATHOMY peXHMY (YHKIIOHYBaHHS 3HAYHOL
(G B cipkocTi  iHGOpMAIfHMX, eNeKTPOHHHMX — KOMyHIKalifHUX,

: B inbopManiiHO-KOMYHIKaLliHHUX CHUCTEM, TEXHOJIOTIYHUX CHCTEM,
TIOPYLIYEThCS  3aXHIUeHiCTh (KOHGINeHLiMHICTb, UiMiCHICTD i
JOCTymHiCTh) iHdopMarii Ta HaHHUX, 110 HUMH OGpOOJISIOTHCS,
BHACJIZOK YOro BHMHHMKAIOTh HEBIJBOPOTHI  3arpo3u  JJIs
MIOBHOI[IHHOIO (YHKI[IOHYBaHHS JAepXaBU abo 3arposa JKHUTTHO
8 rpomansn  Ykpaiau. KiGepinumaent/kibeparaka Moxe MaTH
#| tpanckopiouHuit BrMB. PearyBaHHs Ha LbOMY piBHI motpeOye
MaKCHMAaJIBHOTO 3aly4eHHsl CHJI Ta 3ac00iB OCHOBHHX Cy0’€KTIB
HaIliOHAJNPHOI CHUCTeMM KiOepOesnekd Ta IHIIMX Cy0’ €KTiB
3a0e3medyeHHs KidepOe3neKu.

2.3. CtpumyBaHHH
2.3.1. ETan «36ip indopmauii 151 po3cailyBaHHs iHUHAEHTY»

Binmosinansaa ocoba 3a 1B BimmoBigHO 0O IUIaHy pearyBaHHs IOBMHHa 310paTu
iHopMaIliio Mpo iHIMAEHT [T IPOBEACHHS MOANBIIONO PO3CIIi Iy BaHHSL.

Y BUMazKy, Konu npu peatizauii 36opy iHdopmaili npo inmuaent Kb mianyerbes
nepepuBaHHsS poboTH  iHpopmauiiiHo-koMyHikanifiHoi cuctemu  (mam  IKC),
Binmosinansna oco6a 3a 1B, MOBHHHA MOTONTH TaKe NepepuBanHs 3 KepiBHULTBOM
Tl

2.3.2. ETan «3MeHIIeHHs BIVIUBY IHIHAEHTY»

Binnosimansaa ocoba 3a Ib moBuHHA OOpaTH METOIM Ta 3aXO.IH, CIpsIMOBaH1 Ha
3MEHIIeHHs BIUIMBY iHIMAEHTY Ha mpouecH AisiibHOCTI TI', OKpeMo s KOXHOro
KOHKPETHOTO iHIMAEHTY, 3alleKHO BIX HOro BHOy, Ta Yy BiANOBIAHOCTI 3
PO3pO0GIIEHUM, IIJIAHOM pearyBaHHS.

Byap-aKi MeToau, Ail Ta MOPSIOK IXHBOIO BUKOPHCTaHHS a00 BUKOHAHHSA MIOBUHHI
noromkyBarucs Kepisauursom TT'.
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Binnosinanssa ocoba 3a Ib NMOBMHHA BHKOHATH OLMHKY MOXIIMBOIO BILIUBY
3alUIaHOBaHMX Mii Ha Ge3mepepBHiCTH AISIBHOCTI  ypaXkeHOl —CHCTeMH Ta
npoiHGopMyBaTH KeplBHHuTBo TI'. 3a HeO6X1,Z[HOCT1 JOITyCKAETHCS 130JIFOBaHHS
CHCTeMH a00 pO3’€IHAaHHA KOMIIOHEHTiB Liel CHCTEMHM Ha Mepiof IMpOBeJeHHS
TIOBHOI'O PO3CJIi{yBaHHS IHUUIEHTY.

2.4. YcyHeHHsl iHUMIEHTY Ta BiIHOB/IeHHs (YHKUiIOHYBaHHs iHpopmauiiiHo-
KOMYHiKaliiiHOT cuCcTEeMHU

3 METOI0 BiIHOBJIEHHS HOpMallbHOTrO (yHKuUionyBaHHs IKC BianosinaibHa ocoba 3a
Ib nOBHHHA [IPOBOJMTH 3aXO0/H 3 YCYHEHHS IIPHYMH Ta HACJi/IKiB iHLMAEHTY.
IIponeypa yCyHeHHs iHIMAEHTY Ta BiHOBIIEHHS (yHKLiOHYBaHHS 3aJIEXHUTh Bill
BUJY {HIMIEHTY Ta IOBUHHA BU3HAYATHCH JUIS KOKHOTO iHI[MAEHTY OKPEMO.

ITicns BinHoBneHHs ¢yHKuionyBanns IKC BinnosizansHa ocoba 3a 1B Mae
TIEPEBIPUTH  BIICYTHICTH O3HAK [OBTOPEHHS IHLIMACHTY TA TOBiIOMUATA po
3aBepeHHs poOit Kepisuuirso TT .

2.5. Anaais eeKTUBHOCTI 3axo/iB 3 pearyBaHHs Ha
KibepiHuuAeHTH/Ki0epaTakH

2.5.1. Etan «Po3cainyBaHHs iHUHAEHTY»

ITin 9ac BUKOHAHHS pOGIT 3 PO3CIIiyBaHHS {HLHICHTIB TOBUHHI BUKOPUCTOBYBAaTHCh
METOJH Ta 3aCO0H, IO 3aro0iraroTh BUIIAJIKOBOMY 200 HaBMHCHOMY BHECEHHIO 3MiH
B JIaHi, 110 BUBYAIOThCS Ta AHAI3YIOTHCS.

Binmosinansna oco6a 3a Ib MOBHHHA 3’sCyBaTH NMPUUMHM iHLUIEHTY Ta IIPOBECTHU
aHalli3 yciX BHSBJIEHHX y IpOLECi pO3CTiAyBaHHS HeGe3lmeuHux ¢dakTopiB, 110
IIPU3BEJIU 10 BiIXUIIEHb:

— y Aisx npaniBuHukis TT; v

— Y pobori iHopManiiHUX pecypciB Ta CUCTEM;

—  BIJIXWJIEHB BiJl HOPM €KCIUTyaTallii IPOrpaMHOro 3a0e3MeyeHHs i 00Ja HaAHH S,

—  BixwieHb Bin BuMor nomtuk IB i3 BH3HAYEHHAM CTyNeHs BIUIHBY LKMX
BiIXUJI€Hb Ha PO3BUTOK iHIUAEHTY.

—  BimnosigangsHa oco6a 3a [b MOBUHHA BUBHAYMTH:

—  sAKi HOpMaTHBHi BUMoru Oyim mopyiieHi abo He BUKOHaHI (3 MOCHJIAHHSM Ha
BI/IOBIIHI CTATTi, PO3ALNIH, IIyHKTH HOPMATHUBHUX AKTiB);

—  OPUYETHICTh IO IHIHICHTY, SKIIO L€ MaJo Micle, IHIINX MiNPUEMCTB,
Oprasisaliif i ycTaHOB i3 BU3HAUEHHSAM, HACKIJIBKHU L1€ MOYKJIHBO;,

—  CTymeHs iX BIUIMBY HAa BUHMKHEHHS i Mepebir iHLuaeHTY.

2.5.2. ETan «AHani3 e¢eKTHBHOCTI»

ITicist 3aBepiieHHs posciimyBanHs Bigmosinansaa ocoba 3a I moBuHHa MmiAroTyBaTH
3BIT 3 ONMCOM BCiX MPOBENEHMX MPOLELYpP LIOAO yNpaBliHHsA iHumaentamu KB Ta
3akputTsaM iHnuneHTy Kb ta Hamati Kepisuuursy TI', a Takox, 3a HeoOXimHOCTI,
3al[IKaBJIC€HUM CTOPOHAM.

Binmnosinansha ocoba 3a Ib moBiHHa BHeCTH iHGOPMALIiO PO 3aKPUTTS IHLHACHTY B
XKypHaJI peecTparlii iHIUIEHTIB.

3. Cucrema BHYTPIIIHBOI0 KOHTPOJIIO

Bei cniBpoGitauku TI' HecyTh BiAmoBimaibHICTH 3a cBO€YacHiCTh iHMOPMyBaHHS
BixnosinansHy oco6y 3a IB y pasi BusBneHHs o3HaK iHuuaentis Kb a60 MOXIMBOCTI
HacTaHHs iHIuaeHTy Kb.
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4. IlixTpuMKa, OHOBI/IEHHS TA PO3MOBCIONKEHHS

Ionituka Gyne omyGmikoBana y ¢opwmi, siky HEMOXKJIUBO JIETKO 3MIHUTH, 1y (opmi,
AKa € aKTyaJbHOIO, NOCTYITHOK Ta 3pO3YMINIOK IJIs LiNBOBOro yuTaua. [loiTuka
30epiraeThCs Ta € JIETKOAOCTYIHOK st IIEpCOHAly Ta TpeTiX cTopiH (3a
HEOOXIIHOCTI) TS [OAIbIIOr0 BUKOPHCTAHHSI.

Iomituka Oyme posmoBclomkeHa B €lIeKTpOHHOMY Burasal. Hosa konis Ilosnituku
Oyze mommpeHa pasoM i3 HOBOIO Bepciero 6y ab-9KOro KoMmoHeHTa TTOMITHKY. Hoga
KOIIisl MaTUMe 301JIbIIeHni HoMep Bepcil.

Ilepconan, sxui OTpHMy€ eNeKTPOHHY KOIIIO, OHOBIIIOE BJIACHY IanepoBy BepCiro
Iomituku ta 36epirae ii. :
BinnosinansHicTh 3a KepyBaHHS Ta OHOBNEeHHS I[lONIiTHKH MOKJIaZIeHO Ha
BinmnosinaneHy ocoGy 3a IB. OnoBnena ITomituka nogaeThes 10 KepiBuuursa TT" s
OCTaTOYHOTO 3aTBep/LKeHHS. [loniTuka nepernanaeTbes WOPIYHO [ist 3a6e3MeueHHs
Il afeKBaTHOCTI Ta BiAIOBIiAHOCTI notpebam i winam TI a6o uacrime, KMo Ie
HEOOXI/IHO (TIiJ Yac BHECEHHS CyTTEBUX 3MiH).

Cexperap cesauuiol paan e ﬂfﬁééj’f’/ " Jhamuaa IBAHOBA



0¢

’ 1dnodu | orenousod
onomdoaeg | ! (eresorrqyiD) Bl Had£dad BHHeaA18ad sHHEaAIRod | LMOTHIIHI
A 9H dHMrdog L 1900HEBHI(D € MIY X109 BH
BQ0J0 i * e € Ui ALHOUMNIHE |
1deLHOWOY XuHuMmewdogHi BL BHHomdogee | . ‘ BHHBgAIRYd a\
: BHHRgAIRAd Be *BHHBHOMHE AR
O BHHMAdI9E Hwedaodu BLBY — oxrom
dLLeL) : 4 SMIIA~ ‘IHhIHXJ ], eHeaMIhQ /eLey HIT HeL|
mi1duga9dagnt ALnoranHI oun()
MMIIEIQAIQIN HLHAYHIIHI BH BHHEAAIRYd Her[[
¢ Joiexoy/




I¢

‘eheJennd-uwediodu

91OTHEKEH

BH d101A1e3d DIK
‘dinegaA1ondoN K
miody ninheHsug

‘Teiuduen)

MBL OH U1l 9KOW
90g ‘mwarrgodn
EHHOMIdNg
3A1Hedel oH

N :UANME ULULELLI
OHREOTHOWONAd o]

*A1odd 0JOH¥ON

*Axody 010HXON

"dlheleWHId

-wediodu sHHREAWKdLY

mIody HhLIALedL) BL

IHhH1YeL MLUhBHENY KHHRYERE

"KLHOWMIIHI KHHOHADA € uroxITi
THOTWOALINOX | 98h HLAHKINIE0]

‘KHHomAdou

OJOHEHOMI(HI ULYBHE "}
AauIrug exHIQ ¢
KHHREA20108E

919800 ULMhBHENY ‘T
d1hBIEWHE

-wediodu unL MinheHEMg ‘|

‘Id1edLs e1

‘KHHEI'gRg BT AdAronodu BINT (UMHORAIrRE DIB-9AQ BH HledAIead EHHRLULI [HEOHO0 eWadxog
Bl HIHOWAALOH] 1LAQ HOHMEOLI 01X XHEOLOJ “dLLOILIBITOND ‘diherenng-wediodu
eheJeWHE-uwediodu Hleeedd ewadyog) AdAranodu ITHEWOX XUHY190M 1 1LoehA BE 90UIrAQUTig
9LJIHEKRH BL ULUhBHEHY L HIHOWAALOHI | WEHHORAIRS € (OHEEOHUTdOOND MK ‘dILHOTUTIHI/NeLe
odu 1deoru 'KHHOIHOHIIE | HLRERNg ‘WITRMIHAWON oge) wosed KodLO@NIATIRE . EKHHedAT10g0d
udu eneakiondox miody HINheHENY EKHHOUog0dI HieLs mIOdY M XuNK K ‘GILHOTHITH € wiody uimresodus | [y IVINUL
i’ 17 ‘reniudy ‘KHHEY9BE | HLUhRHENQ EHHRIERS | KHHOHADA € HIOXPS HLegAHeIM)) Bl MLUheHEN] (KHHRUERE | -HINV I IOJI]
Mele
XUEOIHUII( BHHRaAWHd LD
miody HhLIdLedL) BL uxeLe
tHRHLNEL ULMhEHENY BHHRTERE | 1LOOHhMLINAY KHHORBHENY "¢
" eie Aumy gmesndodaley| 4
- "gIITIIrOBH BHHOHADA qHOT eI
KL’ MITOXYTI THOIWOdumoy Bl THBIMHOOL EIIBHY °¢
“JHUMmI} vH 1 OBh UMHYIXQO9H HIHhECHENG JHOWOYTEOU EIBHY °7
Adeorru 9101w K Axodx 010HXKON "A10d) 0JOHXON , ueLe
‘aihegALondoy s 81w AdAronodu K1 (WMHORATIRE HLAQ "BHHOm Adomr OBLITIOBN BL 9LOBIQ() |
miody nLuheHENg Bl MIHOWAALOHI | HOHHMEOU OLX ewadyoe) DIB-97AQ BH HiegAread
‘BHHRI'gRE uieeed AdArenodu el XHE010J “GILIIIBITOND "K1HumIgp
el HLUhBHEN] | HMIHOWAALOHI HIeERNQ THEWOX XHHITEOLY g 11101ed1o BL KHHRLUI
INeLe YI40JHUIII( ‘UNeLe JHUMI} ‘miele JHUMI} | WeHHORAIRS £ (oHegOHHTd0OND THEOHOO HhOIRhOIINE ‘qY]
WIHAIEOWY |  KIrOTI KHHOL'HOHTTE OBh I UITRNIHAWOX oge) woeed ogr0mIOAIIRS S1LHOYUIIHI BHHeIATTI0g0d
udu eneakiondox miody ninheHEng KHHOrog0dI HIreLd UXOAX 1T XUXE A 1IHOYHIIH] € miody ninresodug
17 ‘wenudy | ‘KHHET'dRE | HMIMhBHEM KHHRIERS | KHHOHADA £ HIOXBE ulegAHer) Bl HLUhRHENY BHHRIARE JHUIII®
WVIHENd
KHHV II9011VE UDdADAd KHHAILrdOHII19 KITVIIHANOM EHHALrdvVdIAg EHHVEAIIIOE0d

H9UEQdaQI LHITHIIHI vH BHHeaA1ead ureryudyy




[43

‘go91udorgon

SH omAlr19 uxele yideHano

om ‘gouleHoxodan gom ‘uxodx
IHI'IXQO9H MLBHOMME UMRIR
eIrodoXI KHHORBHENE KIOI|] "€
‘sHHREATIIrOc0d

seaudl uyou ‘UiHIdOLd
1oHeg0duIe doadao nLAHIWHE
0°909BhIWHL 090MEK 80090 "
‘1doades-god vH

E29101e01d20€ O “XMHRY XIod
onuoy AHadocad nindodar) |
"g111BO-00d

EHHOXYOXIMOU KHHedAWndio
miody 1HhLIA1RdL) BL

IHhMLYBL UIMhEHEN ‘KHHRIERE
" ALHOWUITHI BHHOHAOA € HTOXIIII
THOINOAIINOY I OBh ULAHEILIEO]
"BHHomAdou

IIB-97AQ BH UirdAiead

XHEIOLOI ‘GLLOIBINIJLID

ITHEWOX XUHI140UT 19 WEHHEIIRE
¢ (onegonnrdooxo oge) wosed
Bo9L01RNOALIRE KHHREAWKdLD

1€ Yo xmiE £ ‘worrgodun

"BHBEO0JLIIE BIIAQ BIK
‘mHIdoLd 1€ onmenwdodHr
Aaninxes AmHI uiedoig “f
“soimedu Hig ommesiHeldo

AME eH oge doex
3 WI ‘OJOL OOl MMERNTII

DIB-97AQ niedorg ‘¢

“MuHOUWEOLE geLondodug

AME ‘UWO1OMD 1L00guIrseda
o1rodoXI U1MhBHENY ‘7
"EHHOXIIO0Y 0JOMYIBY Ol
g1 doadoo yuHedoONIE
ULAhOIMId OHUBIOH "]

LUvo9dad
VH VIVLV

"OJOIIHI 0I0N-9I'AQ
Wk ovd HLodm miele
ULUIHO0I 9LAKONW

1 9L01oiedn
ThBIBNHE
-uwediodn om
‘qQLAT090Y BIRITIO
‘o101 Widy] “(enoirx
OIOIONOIIOY BE
9119eH EHHOI'dOHI 19
BI'T MANHIUINKOWSH
IHeX uingods
9LAKOW IDITHINOLL

EHHOHAJA € HOXBE ULRIAHRIII))




€e

"HOMAID
IHOHMUAeudu

104 MIMEOHITY "9
‘[HRY [HOMINHE

0QB IHIXITONIIION INK
-9AQ ULHEOHYIE G
"UNQLOUD
IHed0LOWOdIWON)
omiHed
nredAdIalHIog
‘dihedALoudox
SI0MLRE XHEOMIIQO
IHBY | WLOUO
XUHEITRE X108 [HRT
190MIIrQ0 ULHIOHRLOE
ondouidgoyy *¢
‘ImesiHeado

Y108 Ol WALOUD X104
wediodu xuauirrIm
EHHREAHRYO
oHodumeod

eL SHIAdIgn1HE

*AHBLO OIOHYEBRUES
oX ¥KHHOXTandu

"gILHOTUITHIdogI
Aideds

BL MMeLe OILIOIOTOLON
HlUhBHEN] '§

"AWeIre 010y Q120D
XOMeL © ‘OHBWRLE
OIrAQ UMK ‘XHHEY
digen yuHLadyHON
ULHhBHENY “/

"XUHEY IImeLowoduwoy
o1rodoxIr u1MheHENg 9
‘DKOdON € O1LoIHEN LY.
ororrtdeor

€ Imerowodumoy
IDIBHEO 0QB UNALIEQ
IIron 1HgeYOMoH
DIK-97AQ ULUERLOIS ¢
"€11g micede HorgEHE
Uh MIFFed ‘9LolHIHINR
Aurideoru Kxg-aukg

‘uLerqrAead
X1 B1 HIHOTHITHIdogIN
THHBLOO HLAHEIIado |

‘edoruesodu
0J09HHOdOLD HIAIrD0L

SHEOU MIMHOYITE ‘7 BL QXAIrD UredAenreneod]y 'y HIeWHdLO BL HIMhRHENY
"LLOOHIUEIY | T WOLOMO XHHIWedA "gILHOWAALOHT
ILOOHhHLUdX KHHOI'AOHI I - uieldrAead “xuHer Axorou uwedienyy -
I 9LOTHIIEIT {XHHEY THRHOEMLBNOLER MK ‘Drodow
eH Aauirug Aeurene | Axoina AWeIHEXOW -ar4Q 1 yarooauirceds ud£uorixde uwoaxy) -
190HO0 BH UWQLOHD OJOHhIHXOL KHHRIAHERYO ‘AIALOOY ‘HWRLHOWUIIHI
UIMEOHI " | BEHHOHAO A - BL MNOLIEdQ UIrRHA A kHHIrgedu4 oamody -
‘xuHeY ¥kHHomAdou uLAugIIedary ¢ "AUA1o0Y Bl 0JOHLALOBH KIMY
*LHOITHIIHI WEIHBXOW NMidedL nuaoxodon ImexIpUIEDTT ‘ImerowodInoN ‘oeh Hh0QodoH A uALY0Y
©H kHHRdA1Rad UUHRIHXAL | YUITdEOT I PUNE-9AQ I1101ed10 BL KHHBLIMI IHEOHOO HhoiehoIINg ‘Imendodri
Hern A yodreexs ILMLIIIA] - AredAelreneod]y “g enodyos ‘sHHREATIOEOd | B ITEIHOWANOY IOHITXQO0%H
1 ap10dX XuHIIrRIRE ‘IHRI [HEIIRE INK-97AQ € miodx ninresodua I03B-914Q ox uALoyor XUHVIT
O YOleror ey | :sHHOIgeduwd neLy O ‘goureHONOdA]] ' | Bl H1MhBHENY EHHRIERE UHMHXOIRH HLUhOLEI0RE V1VdLg
ALHATUITHI ,
KIDIIT KHHAICOHIIg | BHHAIGVdIIUg EIVHV EHHVEATIOE0d VIGOLOJI I




143

VAOHV4I eranroiyr

‘Haroogaurrcedd
EHHOHAJA € d1roxes
oge 9Harrgediug
XHHITXQOOH XUNE
-9rAQ KHHOXIegodug
uredKHurdooy g
‘TLOOHIIBIY
lorrideorm
lomdireron
EHHOL'KHE

KIT JHUAOLIHOW
H1MEOHBLOY °/

Hred romuirsd deradso)

Z Y




