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1. 3ara.nrni [oror(eHHq

flonirura inQopuaqifiuoi 6egnercu (aari - llorirzrca) nusuaqae 3araJnui nuuorr{ Ao
Tf in$oprraaqifinoi 6esuercz y ,.{uuepcrrifi cenzrqnifi repnropianrnifi rporraaqi (aali
- Tf), ocHosHi rIpkTHIII4nIa, qiri Ta 3aBAaHHr ynpaBriHu.s inSopruraqifinoro 6'egueroro
Tf.

laua llorirura e o6on'ssKoBlrM AoKyMeHroM Anf, ognafiouneHHr upu upzfioui na
po6ory ra tBr.xerbc.a AocryrlHoro AJrr o3Hafioureuur SyAr-xrconay cninpo6irnraroni
Tf a6o rperifi cropoHi.

I{x floliruKa e o$iqifino npnfiHrroro Kepinru4rlrBoM Tf cracreMoro norur4in Ha

npo6leun sa6egue.reHHt inSopuaqifinoi 6eauerz, BcraHoBJrroe npr4Hrlurm no6yAoBr4
npoqecin ynpanninux iH$opvraqifinoro 6egnerorc Ha ocHosi crrcreMarusonaHoi
pospo6rcz ra BrrpoBaAx{eHHr uonirur, rroJro)KeHb, pernavrenrin, cran4aprin,
iucrpyrqifi ra iHrulax HopMarI4BHHX AoKyMeHrin s o6racri inQopuaqifinoi 6eguercu.

Meroro .[aHoi: flonrrlaxu e:

3a6esue.reHHr 3axr4cry
nnyrpiruuix aarpos;

in$opuaqifinrax pecypcie Tf sil sosHiurHix I

EesuepepsHicrr po6oru ncix cnyN6 i cepnicin Tf;
MiHiuigaqir pu:urin ouepaqifiHoi 4ixlrHocri Tf;
CrnopeHnr rro3urLTnuoi penyraqii Tf npn nsaeuo4ii s rperivru cropoHaMr4;
Biauosianicrr 3aKoHoAaBcrBy VrpaiHz ra Br4MoraM KoHrpoJrroroirr4x opraHin
s o6racri in$opuaqifinoi 6esuern ra 3axr4cry nepcoHaJrbHr{x.qaHlrx.

fiaua florirzra noruuprcerrc.a Hb nci npoqecu .qi-f,ruuocri Tf ra e o6on'sgKoBoro

Anr BkrKoHaHHrr sciNra cuinpo6irHnKaMrl Tf. flopy[reHHr BrrMor llorirzru rf,rHe 3a

COOOrc AI4CIIulnlHapHy BlAnoBlA€LJIbHICTb Ta BlAnOBlAaJIbHlcTb 3rlAHO 3 III4HHITIM

3aKoHoAaBcrBoM Yrpainu.
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2. Tepnrinu ra BH3HaqeHHfl

B.nacrurrc IA - cuinpo6irHzx Tf, xxuitr H€c€r siAnoei.4amHicrr 3a: 3a6e3uer{eHHt

nzurexnoi xlacu$ircaqii inQopvraqii ra aKrrrBie, noe'r3aHnx is saco6alau o6po6ru
inQoprvraqii; BH3HarreHHs ra nepio4ravnufi ilepern.rrA oSuexeur Aocryny i
rnaczSirarlifi; ynpanninnr KoHKperHr,rMr{ pr{3r4KaMH, rtoB'.f,3aHuMr4 3 aKTHBoM, i
Br43HarreHH{ [oB'.f,3aHux uorpe6 e 6esueqi.

BHyrpirunifi aylur - ay4kr^t IE, qo npoBoAr4rrcx cniepo6irHraxauu Tf, eiAuoeiAHo
HaBqeHr,rMr{ Ta He3aJrexrHr{M ni4 roHrponlorc.roi ocoSra.

Brrlrus BeJrLIr{r4Ha :6urr<y, sxui,t Mo)KHa ovixynaru B pesynrrari Hacni4r<ie

necanrcrlioHoBaHoro po3Kprrrrx inSoprraaqii, uecanxqiononanoi sNriHr,r iu$opuaqii,
necanrrlioHoBaHoro 3HrlrrleHnr inSopnraqii a5o nrparu inSopnaaqii a6o nopyureHHt

AocrynHocri iHQopvraqifiHoi clrcreMr4.

[ocryunicrr - nracrusicrr inSoprr,raqii, sra rrollf,rae B ToMy, rqo6 6yru .qocry[Horo
Ta Br.rKopLTcToByBaTl/lCs, HA Br{MOry KOpr,rCTyBa.ra ila6o npouecy.

3arpora Molrorr{Ba He6esuera, flKa Mox{e BrlKopr4oroByBarrr ypa:nr,reicrr B

iuQopuaqifinifi cucreui Anfl nopyrueHH-s qinicHocri, roH@i4euqiftuocri,
AocrynHocri cucreun.

In$opvraqifiHa 6esnerca (IB) - qe npaKrzxa sadesTrelreHH{ 3axlrcry inSop\,rauifisux
arrueie ni4 sarpos, xri Mo)Kyrb Ha Hr4x Bnnr{Hyru. Bosa BKrroqae s ce6e nuuepunufi
na6ip saco6ie ynpauiuua, sri oxonJrrororb pi:ui cpaxropu (nro4crrci, $isu.rHi,
eKoroii.{Hi ra rexHiuHi) rporrroM xrrlreBoro lu.rKny iHSoprrraqifiurax i
rexHoJrori.rnzx axrunin, srnrcqardqu po3po5xy, crnopeHH.rr i eupona4xeHH.rr HoBI4x

cr4creM, ui4rpnnaxa naHvx i cHcreu, uouiropr4ur RllKoprrcraHH{ TaKIax arrunin,
Br,rflBJreHH{ Ta pearyBaHH-q Ha [oreHqifisi 3arpo3r4, AorpI4MaHHt TII,IHHI,Ix saKoHis i.- -UOJIO)KOHb IIpO Kl0epOe3neKy I KOHQI.{OI{UItrIIIlCTI), a TaKOI( BI4BeAeHH-s 3

eKcrrJrvarauii IT-cucreM i guuueu:c^fl na]ts^krx.

Iu{opuaqifiHa cr{creMa
reneKoMyniraqifiue i uepu{epifiHe ycrarKyBaurrl.

InQopvraqifiHHfi aKTuB (IA) - o6ra4nannr, nporpaMHe sa6esneqeHHt, gaui, a
TaKox cuiepo6irHr4nkr, xri 6epyrb yqacrb B rrpoqecax 4ixruHocri Tf, qri ezsHa.{eHi i
ynpaBn.rrrorbcr f,K e.qr4He qire, rqo6 fioro Mox{Ha 6yno :posyrrairz, cuimno
BraKopucroByBarn, 3axrlrr{arrr ra eSexrr4BHo Kepytsarr4. Iucfopuaqifrsi aKTI4BI4 Marorb
KepoBaHy qiHHicrr, pu3HKLI, KOHTeHT i xlarreni quKJII4.

InquAeHr - rle no4ir, flKa He e qacrr4uoro 3Brlrlafirrzx onepaqifi i nopyurye poSo.ri
npoqecu. IuquAeur Mo)Ke BKJrroqarr4 ni4nrony rlynxqii a6o nocryru, -ari nonunni
6yrm 6yru na4arii, a6o 6y4r-qKi iHrui rtrrrtr s6olo orrepaqii.

KouQiaeuqifiHicrb - BJracrrasicru inSoplraqii, rrxa ilorqra€ B roMy, Iqo in$opuaqi.g
He Mox{e 6yru orprrMaHa HeaBTopr43oBaHr4M KopucryBaqeM ila6o npoqecoM.

KopncryBarr - oco6a a6o Tf, sri sgaeldo4irorr, : iircpopuarlifiHuuu cI4creMaMI4.

Oqiurca pu:urcin - npoqec BrlflBJreHH.fl, Br{3r'rarrenrrrr npiopurerin ra aHaris puszrin.
flpoqec BKrroqae Br43HarreHHr cryneHq, B rKoMy rrecnpr4suani o6craeuHu a6o uo4ii
Moxryrb Bnnr4Hyrn Ha Oprauisaqiro. [aruwfi ]rporlec RI4KopI4croBye pe3ynbrarl4
or{inor 3arpo3 i npa^:lraeocrefi [1fl. Br4rBJreH]rr pu:nxin rlg Aisrusocri Tf i oqinroe
qi pusuru, 3 TorrKrr 3opy fiuonipnocri szHur(ucrrurr i nriluny. Pe:ynrraront oqiurz



pkr3Lrr<y e crII4coK [epeA6aqyBaHl{x noreHilifiFrnx BrrJrr4eie i f,BHr4x Bpa3nr{Bocrefi.
oqinra pz:lrrin € qacrraHoro npoqecy ynpaBniHgr pa:aKaMr4.

flo'nirurca inQopnaaqifiHoi 6esnercu - Ha6ip 3aAoKyMeHroBaHr4x yrpaBniucrrux
piureHr, crBopeHl4ir xutx 3axI4cry insopMarlii Ti ra noB'.f,3aHrzx 3 Hero pecypcin.
PusHIc - fiuonipHicrr BrInI4By Ha Ai.qmnicrr Tf (nr<,rro.laro.{z \aicirc, Synrqii, ivi4x,
perryraqiro), iT aKTLIBI4 (pecypcr,r) i cuinpo6iruzrie B pe3ynbrati 

- 
.*.nnyaraqii

Bpa3JILIBocrefi iu0opuaqifinoi cI4creMH i sarexruo sia noreHqifiHoro 
"rrr""y,pea-rri:aqir 3alpo3a i fivonipHicrr iT pealisaqii.

Vpas'nHnicrr - ne4onir n iH$opuaqifiHifi cucreui, srcnft Moxre lyruBkrKoprrcr auuir
cy6'extona 3arpo3n (HanpuxlaA, 3JloBMacHvtronr) iurr Br4norraHH.{ uecalu<qioHoBaHkrx
iliir B cucrevi i uopyrueHHr qilicuocri, noncpi2lenqifinocri, gocryunocri a6o
crrocrepexrzaocri.

Ifi.nicHicrb - BJlacrunicru iHsopnraqii, llrca ronf,rae B roMy, rqo iH$opvaqix ne
Mo)I{e 6yrn uo4n0iroBaHa HeaBTopz3oBaHr{M Kopr{cryBarreM il a6 o.rpoq.ror.
IIInQpyeaHHfl - rlpouec reperBopeHHr ni4rpr.i'roro rer(cry n sarurz@ponaHzfi s
Meroro 6egnerz a6o r<onQi4euqifiHocri.

Illrci4'nune tI3 [polpaMHe sa6esneqeHHrr, rKe B]r(r4BJrroerbcr B cr4creMv. rK
rlpaBrlJro, raeMHo, 3 MeroK) nopyrreHHs ronrbilerrrtifiuoc.ri, qinicnocri iu/u6o
AocryrlHocri Aanzx, 4o4arxie a6o onepaqifirroi cncreMr4 KopvcryBar{a a6o inlruv
,r[rHoM rxKoAr4TLr a60 sasaxarrz po60ri ropuc,ryi]a,ra.

SMTPS - Simple Mail Transfer prqtocol Secure.



llo.nirurca inQopvraqifi noi 6esneKu

3.1. Vnpan"rriHnn iuQopvraqifiuoro 6esuercoro

lm za6*[erleHHt IE, ueo6xi4no cni4yBaru SoplranrHr4M 3araJrbHr4M rrpaBr{JraM ra
rpolle4ypaM HaBeAeHHM Aarri, Ir1o noKprlBarorb ni4noni4ue Br4KoprrcraHHf, IA Tf.
Cuinpo6irHuKI4 Tf ra ni4uoni4ni rperi cropoHr.r (xxi uarorb Aocryrr ao inQopuaqii
rala6o pecypcie Tf) uonznHi 6yrn upoiH$opMosaHi npo Heo6xi4Hicrr AorpHMaHH.fl
uiei llorirrrKn.
Als sa6egneqeHHfl uocrifinoi upr,r4aruocri, aAercearHocri Ta e$errrannocri q-rr

flonirvxa IIoBI{HHa rleperJltAarncfl BianosiaaJrr,Froro ocoSoro 3a iHsopnaaqifiny
6esuery qepe3 sannaHonaHi npovtixxn vaay rqorrafiueHrue pa3 B pir, {Krrlo
BnpoBaAxyrc)Tbcr cyrreni s\aiHz a6o zapirueurrltt I{epinuuqrna Tf .

Cyrrenvrrrara slriHaN,tr Mo)KHa BBaxarr4 :

3rr,rinra B npoqecax AiqmHocri Tf;
3vrinu n opranisaqifiHifi crpyxrypi;
3lainu n IT-inQpacrpyKrypi Tf rorr{o.

Bi4nonigno Ao cSeprz 4irnrnocri Tf ueo6xi.qrro rAr{o}K BpaxoByBarkr nacrynui
MOMEHTI{:

3axouogaBcrBo, rqo perynrce c$epy 4ixnruocri Tf ra 4oronipni
so6on'xsaHnr;
Bi4noni4alrHicm 3a rropyueHH.rr llonirnxz;
O6os'ssKLI Kepirnraqrna Tf ra iHrurrr oci6 rloAo 6e:uexu cr4creM Ta
iuSopvraqii Tf. ?

3.2. PosnoAir o6os'ssxin s inQopvraqifinoi 6esneKu

3MeHIrItITkI Ir4oxrusocri I.rfl. HecaHKuioHoBaHI{x a6o HeHaBMI4cHI4x s\,IiH rru
3JroBxr,rBauru IA Tf.
@opvralrue posno4ineHHq siAuosiAanrnoc'r'i l(epinHzqrBoM Tf aa6esneuye
crpareri.rHy npo3opicru Ta BrrJrr{B Ha npaKrnxy :a6e:nc,reuru TF.

Kepinnnqrso niAuoni4alrHe sa:

B zgnaqesH-s KpkIrutIHI4x onepaqifi Hr4x np oLIe cis /-(rTq 4ixlrnocri Tf ;

flpui,rnxrrr- piruenr uloAo po3Br4rKy IE Tf;
3arnepgNeHHr ra rrorur4peHHf, npaBr4n i nuvor IJi n Tf;
3arnep4NeHHs niAnoeiAanrnocri 3a nop)/rrTcr{,rls rpaBTz.,T ra nnvor IB;
@yHrcqiro nepeeiprl4 Ta KoHTpoJrro Br4KorraFrrrr e Tf ilpaBr{n ra nurrlor IB.

.4oAarr<ono ni4noniAanrui ra ix o6os'ssxu onucaui rrr4)r(Lre e riri qiei lloriTvrKr4.

3.3. Eesnerca JrroAcbKrrx pecypcin

flepeeipra KaHAuAaris nepeA nparleBnarrrrynarrrrrrM, cnir:po6irsuxin vtr rperix
cropiu rIoBI4HHa .Iirro BpaxoByBaru qyrrunicru iHrfopvralliT, 4o sxoi xaHakr1Laru
orpLlMarorb Aocryn, Ta repe46a.rynaHi pr43r4Ku npr4 nragHaqeHHi xapaKTepy ra
crporin rlrax rrepeeipor<.

flpu:naueHH.f, Ha nocaAl4 ra snirlrHeHH.s 3 [oca/I no]lurrrro Rr4noHyBarkrefl. siAnoeiAHo
Ao Aepx(aBHr{x HopMarzBHo-upaBosr4x axrie.



Koxen cninpo6ilrur Tf ra rperboi cropoHl4' tKoMy IIaAalIo Aocry_il_l: :i:::y
ra/a6o.uu""* Tf, nece siAuOSiAanrnicG sa 6e:ne'{He BI4KOpvcTaHHs' CLICTeM 1 AaHI{X

Ans rlinefi 4irlrnocri Tf ra AorpI{MaHHfl if norrlrralc.

cninpo6irHr4Klr Ta rperi cropoHll Hecyrb eiAuoeiAanssicrr 3a nosiAoMneHHt

Kepinnzr<y upo 6y4r-r*i cynn"isu rqolo 
"6.*tru"ocri 

npoqecin 6esneKl{, rpo 6yl"-

,Ky uoliro- qv iHrIUAenr qoAo secaHxrliollonilFlor.o a6o HenpaBl'InbHofo

Br4Kopplcr annfl. axrusie Tf .

O6on,ssox KepinHr{rlrBa Tf sr,rN{araru ni4 ncix cuinpodiruraris ra rperix cTopin

AorpLrMaHHf, Br4Mor IE Tf, niAnoeiAHo Ao BcrarroRJreHux uorirnx ra rrpoqecie, a

TaKoxt KoHTp o JIro Bawr rrp oqec ix 4orpHu aFIFIq'

llpuuunennr rpyAonoi 4irnrnOcri s4ificutoerr,cr :ri.tltto 3 rI[HHI4M TpyAoBI{M

3aKoHoAaBcrBoM VrPaiHu.

3.4. Ilan'rannq ra o6isuauicrr
Bci cninpo6irilLrKr4) sxi e KoplrcTyBaqaMl4 nUyrpiurur,oi Mepexl IIOBUIHH1 oyTll

osHafioNaneni g nuyrpiurHiNru eraN,IofaMl4 ITIOAo po6oln : irrr1)oplrauifinuutt aKrI{BaMLl

Tf ra Hecrr4 rrepcoHaJDny ni4nosiAanrHicrb 3a ix 4orputr'tafiHfl.

Yci cninpo6ifiruru ,u 
"i4no"i4Hi 

rperi cropoura nonnlllti ilpoxoAl4rIz ni4uoni4ny

ni4roronr<y s niAelaqeHHt o6ignanocri ra peryntrpllo orpl{MyBaTvI inSoprr'raqiro upo

oHoBJreHHr opranieaqifinux norirur ra npoueA)/p ni4rroni4uo Ao ix po6ouux

Synrqifi.
nporpavra o6ignauocri uonunsa ga6e3neq)rBarn, lt1o5 yci cninpo6ifiruru AoctraJII{

nu ,ri^tplrMyBanr{ upvHafir'tri 6asoswfi, pineur, po:-r'rlittttx rII4TaHb IE, raKl4x {K

,u.*""i go|oe'qganns sriAHo : pi:uizrrlu norirlll(al'{Il, crall/lapraMl4, rlpoueAypaMl4'

repinHuura IpI{HIII4IaMI{, 3aKoHaMI'I, HOpMaTI',IBITIIMIi aI{TaMI{' KOHTpaKTHI4MI4

yMoBaMr4, a TaKoxr 3afaJlbHoUpUfiUrruuu cTaIIAapTaMI'I eTI4KI{ TA npraftuflnoi

uone4inrcu.

,{o4arnone HaBrIaHHtr niAxoAzrr 2.nfl cninpoSiTtttlttit;, sxi Malorb KoHKpeTHl

go6oe,sgaHHr rqoAo 3axr4cry insoplaaqii ra roll)/ IIc Bllcl'ar.tae 5a:onoi o6isHauocri

uloAo IE B paMKaX po6ouoro [poqecy, HaIp]rl:rrlll, a,qnnitricrparopaM cl4creM'

niAnosiAanbHnM sa IE, KepinHuqrny Tf. Tarci nr^ro.r{ /lo HaBqarrH{ uonuuui 6yru

BI{3HaqeHi s oco6ucT?1x IIJIaHaX HaBqaHHq cninpo6ilttt txin'

3.5. @isn'lHa 6ernetca

3aco6u o6po6rcra insopvrauii noeuuHi po:nrirqyRat'irc,r R 3axI{IIIeHr{x 3ol{ax, sierEluo

3axI{IrIeHI{X Sil necagrqiol{oBaHofo Aocryrly, [orrrr:O']I)KCIITItI Ta BTpyqaHH.fl rII4 3M1HI4

rreBHr4x neplrMerpie 6esneru. fittt. Br,r.trBJreHrr;'. a6o:arro6iraHFlfl HecaHKtlioHoeaHoro

AOCTyrry tu ru*"aty IA, oco6ruso KpI{TI4TIHUX i u1',',111118l4x' rIoBlIUsi gacrocoByloTbct

6ururopi""."i uHyrpiruHi ra goeniurui zaco6u KolI'rponro sil upl4MycoBl''x a6o

nplIXoBaHI{X aTaK.

cninpo6irHr,lKr.r ra rperi cropoHr4 nosr4rrrri Br{r(opr{croRyBaru $i:uuulrfi

i4enruoir<arop KoHrponrc Aocryny (raprr<a a5o 51'.'lt,-rrt.::r itttna anbrepHaruna), rqo6

MaTr. AOCryrr ao ,rpn*iilIeHb Tf. ftr BXoAy B 3oIIll oGur;tccllofo Aocrylly (Cepnepui'

Sinancon"f "iaain 
rorqo) cninpo6irHraru/rper-q cro],lo rra il oRIrHHi varn eiAnoniAuufi

pi"."" Aocryrry. I-{efi pineHb 3arBepAxyerbcq Kepinrrnllrr;onr Tf.
^Bi*ilyeaqi Tf nosuHHi 3aBxAr.{ cyrTporroA)l(\/ ilalrucl, RII[oB1AaJIbHI4MI4

cuinpo6irHl4KaMl4 3apnfl. yHI'IKHSHH{ AocryIly i1l IA 'ff, rqo Mo)Kyrb llicruru
qyrnllBy inSoPllaqiro.



:
I4eHrrE0iKaropa Aocryry Marorb BuAaBarr4cx ui4 r{ac a4anrarlii.cninpo6iruuris e Tfra 3 Hr{Ury Barkrc fl , KOJrkr c ni npo 6i rH.4K 3 ilJrH rrrae, opraui s aq irc .

].5: K.nacusircaqiq ra yrpaB.riHHq iH{oprvrauiero
In0oprraaqiro cnil xnacuSixyBuru,Br43Har{aru ra oqiuroBarr4 pkr3uKuni4uoni4uo ao iTr<onoi4enqifinocri, rJinicHocri, 4ocrynHocri Ta cnocrepexn!{Boeri, He:arexHo ei4uocir' Ha tl(oMy BoHa ::6epiraerr,cx ila6o o6po6rrerbcr. gyrnrzna iHsopnaaqirrIoBI{HHa Bl43Haqaruca niguoni4no ao ii xoHsi4euqifiuocri, uinicuocri, 4ocrynnocriTa crocrepeNnunocri' Bc's insopvraqix, oxpirrn ny6rivnoi, Mae Br43H aqartafl..f,KrlyTnuBa.

HesarexHo nil pinHx rcon$i4enqifiHocri, Bc.f, iusopvaqir T1- rroBr,rHHaBI4KOpI4CTOByBarzct H€UIe)KHZM qr4HoM ra rilrru An.rr Ao3BOneHr{x qinefi.Po:xpzrrx iuQopnaaqii : o6tvrexeHuu AocrynoM Mo)Ke sAificHros arucfl nr4rue ygaronnaft cuoci6 :aqixaale'zu tco6ana oprania Brrapkr,'u ,u*or* Qisravnzvr raIopI4AI{qHvu oco6aM 3a 3foAoro Tf, t ,qorpttaHHtM Br.rMor r{rlHHoro 3aKoHoAaBcrBaVxpaiuu ra Br4Mor ni4noni4Hux loroaopi".

3.7. Odpodrca, repeAarra ra s6epiraHHg AaHuxr{yrnzni lani roszHHi zluparucx ra s6epirarucr Jrr{ure B c'creMax, A€ €o6rpyHroBaHa 4inona u" t.^ti"Ha norpe6a.iyrlrnni azpo6nuvi 4aHi uonzsHi 6yru
. 
3axI4IrIeHi n!.^ a6epiranni i/a6o Bl4Kopr4crurr"i y cr4creMax, i na4ifiHo nz4 arrrrkreb,KoJrr4 BoHr4 6ilrure ne norpi6Hi.
liarpavra a6o cxeua nororcis AaHfix froBHHHa 6yru BnpoBa/rxeHoro ra perynrpHo[epernrAarr4cb. Iueeurapuzaujs ra x,racHdixaqis AanHX noBr4HHa rrpoBoAurr,rc,rqouafrveHrile pa3 lra pirc.
r{yr,rraei rani uiKoJrrr4 rre noBr.rHHi :6,par ucs a6o BV Kopzc'.oByBarac fl Ann ui,rer,eiA^ai'lrax sia rr'Ix, .ruq flKVx .tani 6ytw ri6parri 

".rnuotriy. vci [apaMerpr4s6epexeHHfl Aattrix (ncpioilla, qini rorlo) ioerarrrri Gx'ru 3aKorrHHMu ra eiAnosi,irarzvicqeeonay la n'lix<rrapo.rlHoMy 3ar(orro/iaBCTBV Ta r{opi\1aM rr(o.rto 3axncry Aarrr4x.IHneHrapn:arliq Lr\/TJrHBax-,r1aHr4x noBHHr,ra BKrK)r{aT.H i.terrrra1|1ircarlircr KoHr(perHr4x3axorrJreHrrx e,ce^aeHrie ila'v[x, Ae Io3BOneHo :6cpirarru, *tr*rroao eneMerrry iueo6xilnnx 3axonie 6eenercLr - Hanp vcrrail, [Jrfl 3axvcry xor-rsiaenuiftno cri rala6oItinicllocri ,r,'rq Kolr{rroro cJTcMcrJl.a .'tl,,,,* lril .1ga :dcpirarrru i rrepertaqi.V pa:i :6opy a6o :6epirarrHq q),.f_rrrrlnx nnpo6nn, il4x na1L4x, BoHr4 noehuui 6ytwHaJIeIKHHM LrHl-roM raxnrueui nanpHK,tai,l. 3a . (onoMor.olr) aaniunux raroIIieKoHrporlo Aocl'yrly rala6o Halir'inol' xprzrrrolpa$ii' z npuuunr4rMvr B rany:i 16rlpoqecaMV yilpaBiliuuu rc;trcLlaMH. llr' ri,rr'Kh eonu'6i;rbruc rrc rro.rpi6Hi A-,rq rti,,rcr,is6opy,4aui uonuuui 6yfl't ualir.iuo eu4a,,reui, ulo6 6yLro HeNrox(Jrr4no ei4uoe v..u a6onepepo6zrH Aaui : 6ylt-arcoi czc.revu.

3.8. Vnpae,riHHn iHeopruaqifinHMr,r aKTt,tBaMr,r
Vci in$opvauifirri aKrvBw Tf nonnHHi 61,ru eu:HaqeHi ra 3aAonyMesrosaHi BPeecrpi IA. IA .l'l' voxl,rb BKJ.rFoqa.rn:

IHSopNaartiro rrpo 'l'l' ra :alrircasrrcui lpcli c'ropolrH (ri4pr4nraKH, [aprHcp,,xrieu'ru r.on1o),,

CHcterrtu, llocJtyl'H qw o6taiu rarlrJrr, B rKHX o6po6,rrc rr>efl, soepiraer scn a6onepeAa€rrcr iH(ropvarlir npo l.J-ra :auixaBJ,reHhx rpe.rix cropiH.



.]

Tf Mac peryJlqprro ncpelrtilalr.J ra ' npu'trraLtaru. ei:ilroniAr-ri o6on'q:trcH 3
o6cryroayBaHHtl ]'a repeBiprra Pee clpy IA. Pecclp lroBHHetr vicrn.ru inqopn,,auirc
npo:

Blacuuxin IA;
Ha:az IA;
PiseFrs Kpt4T'Hr{Hocri IA.

B,racuux IA rrc r{ece $ilrarrconv ni,'trroniltalr r,Hic.r.r, 3a aK rHlr, a nilnonilac 3a
:a6eene'{eHr-rr rcollcpiaerrLlifiHoc'ri, tti:ricrrocli, Aoclyrrrroc'ri 'ra crrocrepeN,rrar:oc-ri IA.
Blacnuxn ]A nonrrusi rrecru ocrroBrry si,lnoeila,rlrricrr i sirnoeilaru 3ana,reNrrzfi
KoHTpoJrb Aocryny Ao ceoix aKraeis.
Kpzrepii x,racra$ircaqii axrzeie ra BaqBJ,reHHfl Kpr.rrr4lrHo Ba6-1HBHX axranin 4rr
Air,rsuocri Tf TVX arclueiR, rlopyureHrrr xoHrpi4errrliunocri, qilricuocri,
AocrynHocri a6o croclepex,rusoc't'i tKlix Moxc cyt-reBo BltJrr4gyrr.{ ua AiqrlHicrsTf, nonzurri 6yTr,r BI43ttaqeHi ra ncrarros;rcrri. IA voNy,ta 6yrtz rc,racu$ixoearri sa
pinHev Kpr4rzr{Hocri rn-s Tf, siAnoeilFro Ao BHyrpiuririx ii eraN{or.
Poni ra o6oe's:xu rIoBtiHHi 6yua Br43naqeHi ln.q B,racuuxie IA ra Kopr4cryBa.{is lA.

3.9. BHropr.rcraHHr oco6ucrux npucrpoTn
l'I' Mo)Ke ro3Bontrz cninpo6ilriuKaM'ra irrrrrnv aBlopr43tlBanhM r(opr4cryBar.raM
cnoix cHc'rcM, rtocnyr- t'a pccr 1]qi13 gnt{opnclonvBat.Lr n.,lacrri npnarpni' j(Jrrr
BuKoHaHHt nocar'loehx o6os'.fl:Kis ra 'laR/tarrs, rxi lreodxi/tlri /ttrq :a6e:nc.leHlrs jT

6e:nepepenoi trin,r snocr-i.
Tf uonznHa po3po6uru ra BcraHoBurLr Br4Morr4 lli u1o4o BrdKopr4craHHr BJracHr4x
po6ovux npzcrpoiB ra AoBecru tx Ao niAoua ycix cuinpo6iru-ra*iq ,a gi,{uoniAnrax
rperix cropin. Oco6zcry eiAnoeiAanrrricrr Mae Hecrr4 Kolr{eH cninpo6irHr4K ra rpert
cTopoHa, Iqo BI4KopI4croBye repcoH€ulsuuit upzcrpifi Anfl AocTyrry Ao cr4creM,
nocJryr ra pecypcin Tf, qo6 sa6egne.Izrz sirnoeiAHe Br4KopHcraHHq ncix
nporoKonin 6esneKu ra ycix:axo4in 6esneKr,r.
Koxeu upucrpifi, xxuit BllKoprlcroByerbc.f, AJr{ Br,rKoHaHHq nocaAoBkrx o6os,sgris ra
3aBAaHb, sri Heo6xi4ni 4nx sa6esneqeHHr 6esuepepnnoi 4ixnrsocri Tf, ro6ro Ant
Aocryny Ao BHyrpi urHtoi i uSopvaltii, noeu lreH B14 rcophcroByBa rvcfl eiAnoeilaJrbHo
Ta rl'IlUe e po6o'rttx t-littqx. HeehrcoltaHHr AaHoro rrpaBr4Jra rJece :a co6oio uerafrue
npnnr4uetttrs o6l i xoeoro 3att14cy KOllr{cT-\,Balra.

3.10. VnpaeriHHs AocryrroM
flpaea Aocryrly noeuHHi 6yru BI{3HarreHi siruoeilHo Ao porefi, BcraHoBJreHr4x n Tf,
AJr{ Toro, qo6 cnpocrkrrkr agvriHicrpyBaHHr.
.{ocryu ao IA noBHHeH sa6esue.IyBarucb ni4noni4Ho Ao rrpr,rHrluny lainirr,ranbHlrx
upnninein (4ocryn HaAaerbc.q rimxu Ao rr.rx cr4creM, sxi neo6xi4Hi xopzcryBar{y B
Mexax po6orz) ra uocrifiHo KoHTpoJrroBarr{c.rr.
BiluonilamHicrr sa po:uo4in poneft Kopr4cryBarraM ra nepio4ravni nepeniprz
rroBr4HHa 6yru noKnaAeHa na Bi4noeiAanrHy oco6y sa IE.
Marprzq-a Aocryily TIoBLIHIIa 6yrn Br.lrrrarrcr{ a AJrfl rcoircrror' iu0opnaal(ir7rrol cncreva i
HaraBarv iuQopNrarlirc npo eci rrpaBa Aocryrry,
iHSopvauir'/czclcnr/rroc,'ryr-'fl', i: 3a:rrraqelrl{rN,l
pcAaryBarrrrr. a,-i\r i r r icrpy na rrr rr.

uaAarri KopHcryBaqaM Ao
pinul Aocryny: rreper.JrflA,

JlereuAa Marpr,rri .'Iocr'ny noBHrrrra 6yrn BcrarroBJrcrra r.a 3ajtor(yMel{ToBaFra, ro6ro,
Bl43HaqeHufr pieens iloBHoBall(eHb,3 flKvrMLr r{opucryBar-r orpuMye Aocryn Ao pecypcy



+

(nanpzrna[, A - arurainicrparop, E - peaaKrop, R -.ilaraHnq/xoi\aeHryBaHHf,, V -nepeur4). 
\Vci 3ailvrt4 lja.'tocr)'n nosr.tttiri 6y-rn cxnarerri 6ernocepcztHiH,t KepinHurcon,1

cniepo6irHr4Ka ra lJianoeiAalrnoro oco6orc:a IIi nepeA HaAaHHTM Aocryrry.
06,rixoei 3anMCV rcopncrynauin rror;urrrri rrer.al.iuo 6.rrorcyna.r.ncr a4viuicr.paropoM
cucreM, {KUro AO HLlx orpunaarrrar,i uccarrrqioue>vantuk jloc'ryn a6o BHrBJleHa
ui4oepina arrrasHicm.
KopzcrynaHHt Ano0arropHoro ayrenrusiraqiero KopracryBaqa'vrvrB Tr.rx crrcreMax ra
cepBlcax, Ae IIe Mo)KJIr{Bo, e o6on'x3KoBr4M.

[eper.nnA KoprrcryBa rI bKr.rx [paB
Bianoeia€urbHa oco6a 3a IB rroBr4HHa peryJrrpHo neperur.rrAarr4

Ta sa6esre.reHHr Br4KoHaHH.rr nnanin [epernrAy
IA, oco6JruBo KpprruLrHtrx. Ilorpi6Ho npaxoByBaru

rrpaBa AocTyrry
KOpr{cTyBalrlB.

O6oe'.ssroBr.rM e crBopeHHt
gocryuin 4lx ncix clrcreM Ta
HacTyrrHe:

Ilpana KopulcryBaqin nosznni uepeurflAarvaf, perynspHo ra uicn-f, BHeceHHt
svriH, TaKr.rx xr sNaiHa rrocaAr.r a6o seimHeHHr;
llpana KopucryBa'Iin uonzuni nepeu flAarLrcfl y pa3i guiulr pori ropracryBaqa
s Tf;
llpaeinefi oe aHi rrp aBa u o nnuui 

'' 
ep e rnrA arLrc fl u acrirue ;

rapaHryBarl4, Ir{o uixro He orpLIMyBaB npranilefi orlarruir Aocryrr
necanrqioHoBaHnM cnoco6oir,r.

{ocryn Ao Mepe?Ki ra naepexeBrrx cepuicie
KopracrynaqaM rroBLIHeH HaraBartrc.rr Aocryrr Ao l,repexi Ta Mepe)KeBr.rx [ocnyr, y
pa:i neo6xi4nocri raKoro Aocryrry.
flonvtnen 6yru BcraHoBJIertuit KoHTpoJrb 3a neperJr-f,AoM Ta yrrpaBriuusu Aocryny,
BKJIIoqaIoqu KoHTpoJIb ra BrIpoBaAx{eHHr HacryrrHr4x saco6ie ra incrpyNaeHrie:

llepenir Mepex ra Mepe)KeBr4x [ocnyr 3 Ao3BoneHr4M AocrynoM;
llpoqeaypu BI,I3HaqeHHt neo6xi4noro Aocryrry ra eiAnosiAHr.rx Kopr{crynavin;
IncrpyueHTl4 Ar.s ynpandnHf, Mepe)KeBHMr4 :' e4uauur MH T anocJryraMr4 ;
3aco6z ra irrcrpyMerlTpl ntolriropnrrry Rar(opr4crarrrrfl McpexeBr{x nocnyr.

3.1 1. IlapoJ'rbHa no,rirurca
BiAnoeiAiro Ao I lapo-lrnoT nolirura , )1.J1r :a6e:ne.{eHFrr Ha4ifiHoro 3axr4cry
iu$opvaltifirrax cLtcreM napoJleM. \rarorb 6vt'r,t BcrarronLrcrri rraclvnni napaMcrpH:

MinirurzursHa AoBxl4ua: 8- 12 cnvraotrie;
flapo,rr nor]14HeH riilnosilarr.J n14MofaM cr(na/tnocri : TaK:
llostaueH naicruru ci{MBoJu4 BepxHbolo ra Hh}kr{boro pelic'rpy, qLrera, a raKox
nealQaeirni cnvnolu;
He nraxop r4croByBar u 6y gr- xxi uep c onamni aani ;

He ruicrurr y co6i 3aranbHosxusaHi cnoBa;
Miniir,ranrHrzfi repvriu Aii naponr: I 4enr;
Maxcvrual:',uuir repuiu 4ii napons: 30-90 4nin;
36epir-ala rraponi 3a AoroMoloro o6oporHoro rrrra4lpyeauu.a: ui;
cnoeiqeHrr{ rpo :vigy: sa 7 l.nin lto :axiHqenrrr repvirry Aii;
Icropir napolie: l0 ocraHuix nnrcopuc-rarrr4x napo,rin;
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flopir 6,roxynaHrrr o6nixonoro 3anvtcy: 5 rrocliAoRrtHX
BBeAeHHT;

Crauyru,r i.ralnnnx 6noxynauuq o6ri rcinoro'lanHCy qe.pe3:

EesneqHe r6epiraHHn flaporrin: rrapoLri He c.ni.,1 :6epir.arra
ni4xpiaronay rexcli.

HeBAanr4x cnpo6

I 5 xcn,raH;
a6o rrepe AaBalv y

3.12. Br.rrcopuc-r'alttlq eJteKt'ponuol rrollrru
locryn Ao ener(lponHol'rrorrrrH Fra/lae'rbcq crrinpo6ir.nLlKaM J-l- ans Br4KoHarrHs ceolx
clyx6onux o6os'q'lrcin. BuKopr.lclanuq eJrcK'rpousoj' lrorrri'H crriepo6irlrHKaMH 'l'l' s
oco6r4crux a6o ilrurr,rx uir.rx, He noB'13 ar:,zx: riqJrsnicrro Tf. :a6opoueHo.
B Tf sa6opoHer-ro:

Ha4cularu rrosiAoMJIeHHs, ruo naicrqrb qyrnr.rny iH$opMauirc, a raKo)K AaHi,
rqo vicrsrr r{yrnzBy insopvaqiro Fre Anr BvrKoHarrHr ceolx clyx6oenx
o6oe'ssxie. 3a6opoHterbct Hallcr4rraru rro ereKrponniii roruri loliurz, napoli
ra ilrury Lr)''r,'rrdBy irrcpopr,raqiro;
B nrcopnc'ro By lta'r-I4 eJleKTpor'r riv I ro r r r'fy lur r occl6nc'rux r tinefi ;

Bar<opuc'roByuarH ener(Tporlry a/lpccy iltrr nilnncrca Ha rraaprcernHloni
eneKTpoHui ;tncrn 6c: nonepc,rlrrboro y3roAXCrrlrr 3 Bi:tnoni4anbHoro oco6oro
:a IB;
Bi4xpunaru 6yl.t''xKe BKnaAeHHr, rroczJraHHfl, qv .qoAaroK Ao eneKTpoHsoi
IroIrrrLT, Ae cninpo6ituzr He Ma€ fpyHToBHrrx niAcras BBaxar7r, 1110

inQopnaallix, 4o xroi o.riryerbcr Aocryrr, naAifiruna g HarifiHoro Axepena;
- . HaAculrarLr Naacosi po3cLIJIKr4 (noua4 l0) Ha soaHiruHi a1pecn 6es 3roAlr

KepinruExa cuinpo6iruzra rra Bi4uoni4alrnoi oco6u:a IE;
Hagcunatu ro enexrponnifi uourri lrarepialu, u1o uicrsrr ruriAnune
frpofpaMHe sa6e:ne.rer{Hff rlH irrui npofpaMr.i. npr43Haqelri Anr fropyure}rHr,
3HVrUeHHs a6o o6uexesss tpynrcuiouaJrbnHX Hroxrrunocrefi 6yAr-rnoro
Kpnan'roreprroro Lr,r4 Ter'reKoMYrrircartifiuor'o o6Jra:rHaHnq qw iri$opvauiitttux
cr4cTeM Ta ilOcJryr-;

Hagcnna'ru eneKTpoHHoro trorulorc nporpaMh,
secasxuior rosaur.J fi" Aocrv n :

sxi sa6esne.ryrorb

Posuoecro/lx{yBara 3a ronoMororo elercrporruoi rrorrrrr4 narepialz, rrci
:axurqeHi allropcbKaM npaBoM i laqinarcl'rs 6y nt -nt<vm rra'feHT, T'oploBy
MapK)', rcorrcpttil"trr)' racNtnnttio. anl'opcr,Ki lipana a6o 51',,{s-rxi irrrrri rrpaBa
R,rlacHocri. rala6o aBTopcbKi rrpana a6o noe's:alli 3 HVMvt npaBa rperir cropin;
llournprcBarrl qepe3 cncK'rpourry noury iHsopuaqiro, :a6opoueHy
nrixnapo4lILlM Ta yxpaiHctxuM 3aKorroAaBcrBoN{, BK,[ro,laro.-ru varepiarra, ulo e
urxi4lueunm, 3ar-po3Jl4tskrMLr. HeueH:rypHr4M11. a raxox( iHsopuauiro, ruo
nopyulye qecrb ra riIHic'rs inttttzx.'l-arcox ta6opour€Tbcr Hal\cl4Jtaru
varepiann. uo po3rlantotor h trartiorraLrrrrv Bopoxrrcr{y, ni46yprorolr, Ao
HacpIJIbcrBa, 3aKJILIKarorb Ao He3aKoHHHX Aiil, BKJrroqaroqr4 varepialr,r, uro
victsll, ittcr pvrcnil' trto.to IlrJKOpnclArrrrs nrr6r r,rnnx pcrroRHrr. :6poi'l'orrlo.

l{ocryn KoJtt4IrIHbot'o crriepo6irHzxa lo o6rrircoeux :railHcie eJrer{rpoHuoi norurra fI'
IIoBuHeH 6y't'u rre rar,iuo si/(ruo,ler rr r i i la,, tcaK f t4 Boea r r H r.i.

BHKOHAHH,g:

OesneKra noeuHni 6yru Br43Har{eHi 4nr Bcboro

3.13. Eesnexa naepexi
Hacrynui Br4Morr4 o6oa'q:xoBi ao

Bzuoru Ao roH$irypaqii
MepexeBoro o6naAuaHHf, ;



Bnvonz .rlo l(oH'rponrc ay'[erllrr(lircartil'l'a ,'locr\ rrv. rroBr.rrrni 5y"rn su:rraqeni ra
rroeurrHi 51.r u errpona4Ncrri,
Blrvot'tr r'lo crlc'f cM Ta N{cxlnilrrirl rrcirri'roprlrlr' 5c'rnercn H,tepcxi rrolrr.lrrri
6ytu Bt43u alr eHi, nnpoeaA)I(e n r r i, neo6x iAr r rz v rn{ rroM y r r paBnrrr4cr{ ;

Vci ottosJtcr{Hq rroehtrui Blracno Bc l'arroBJrrcBa rrlcb;
3nairrra Moxylb 6!rv uHeccni -rrrrrc aTlnrirric-r'pa'ropoM cr.rcrcM a6o eiArroeiiprujNa
aBTopr.r3o Ba r r H M Kop14cTy BaLr c \1 ;

I lpollcc pc3cpnuot o xorirouarrrrlt MCpc)Kcriux rrpuc'r'poie (uarrpux;ra4,
ct4creMHot'o npolpaMHolo 'ra6cgrreqcuHr. llelrr14x rcourltilypauiH, $au"rrin 6at
11aHnx) rroFl,rHen eiltSy Batr4cy l)cr v jrqpno;

Buuolz 4o xou$ilypyBaHHr 5c:rrexa Wi-Fi Mcpex:
o 3viHa rrapo,rir: 3a 3aMoBLryBaHHrM;

o Banarrrcrrrrq \\/PS;
o BuvxHgrHr SSID Broadcast;
o Cgo€qacue olioBJleHrrr npolirHBKh;
o O6naexeuFrt Moxnunocli rrii t'e/tnallHfl rrpHC'rpoia lto noKanbHoi nrepexi.

flpororcoru 6e3rreqHoro :e' Rlrcy
tI-lo6 3axLrcrr4Tn irr$opnaartiro B cnc'rcMax Ta Jto4a'rKax Tf. rreo6xiano HaJre)Krrr4M
r{HHOM yilpaBnt{'rlt 'la KOIII'pO"IIroBa f ll \lCnr-rKi.

[3urcopraclanHt ul]ot'oK()Jrir-] 6cJuc,ut()t o .r[r e ]Ky lrpau rv[()n-, rcourf i,'teurtiillricls,
rti;ricrricrs, ilocrlruricrr, 'fa crroclcpc;r,,rrrnocri irrrpoprrailii. rrlo nepc.'la('r'r,cr.
Hacrynu i npo'ro Ko.rr ra na fr 6 il brll r rpH ii r rrln i .rurr Br.l Kop r4c'rarr r u{ :

SSH2; t

SFTP;
TLs 1.2-r.j.
HTTPS;
WSS;
SMTPS;
DNS-over-llTTPS.

3.14. BuxopHc'r arrrra po6oqr.rx upr.rc r;loln
TI' noslaHHa BcraHoBVTLr Br4Morr4 luoAo 6e:neru npuclpoie, :Haiuuzx nociie niA qac

ix eurcopncranHr.
Po6o.ri npracrpoi KopricryBaqie e 'I'I' ruarorb KoHTpomoBaruc.s rreHTpa^rri3oBaHoro

cilcreMoro vnpar]. r i r lHr.
O6os'q:xonc 6-'roxyearrHlr eKpalrv ua nprlc'r'porr rric.nr uc raHoB.'reHolo Lracy

6e:Aiq,'Isuocli ltonrruue 6y'ru HaJrarn roBarJc rra ncix po6o,-rrzx npHclporx.
3axucr po6o.{hx npuclpoits rlrJ'rrxoNr urraQpynaHFrr N.opclKr4x Ar4crcie ra napo,riB Ant
po36noKy BaHHfl noBr4Her{ 6yru peaLr i;oeaHLrM 3a ueo6rilsocri.
llepcoua,r IIcce eilnor;iAanblricrb la:a6c.rncqerrrr-u Si:ra.rrroI 6e:nercz po6ouux
rrpzcrpoiB npu Ix nurcopncraHsi 3a NrexaMu npnviutcnr-l-f'(o6veNeHnr $i:uvHoro
rocryny 'rpe'rix c lopirr. crri,'lynarr ty Btl\i()r'it\1 5:rorcl,rJilrlJr expluv).
3a6e'trteqeHHt{ IihKoHariHl Ilt4MOI Ir11-;.r11; Sertc.uror-o BHKopHc'fauHt po6olnx
npucrpoin Mae 6),l, aBToMarr.{3tlnilno 'ta ,rlorroMOloro siltrrosiAHrax nporpaMrrHX
irrcrpyvcn'rin. I Io"'rirarn rrairarrrrvnarrrrr l'ariHX iucrp,r'rrcrrrin rrosnnrri pcryJrrpr{o
rtepelntlta'u4cr, rra gi/lrrosiltnic'rs . urrriil I Iorrirrrrti ll irrrrrulr rti:rsosul,r rro"rriluranr
Tf.
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3.15. BcraHoB,reHuq 6erneqH14x onoBJreHb
Tf uoszHHa BcraHoB:aTvr BHMofH n(oAo BcraHonJreHrrfl orroBJrcHb Ha ecix lA, : SKHX

HaAaerbcr Aocry rr ao i H Sopruauii/n oc"rr y r/pecy pc i e TI-.
Pexurt aBToMarHqrlofo oHoB,'reHHr BLJrrpaBJreHr a6o urox,runicrr,:po6au4 ue Bpy.{Hy
Ma€ 6ytu :aScsrteqerra alvrisic rparopom cr4cleM. AH r HeipycHe rrporpaMHe
ra6c'lttcqcluts lr itrtti Ko\uroucrrrrr i'e rrr.'xrr rt)Rrllri l)cr).rHpu() rrcl-rcgiprr-uer, ri.t

olroBJrloBSTHCn .'lo ocrar nl.oi' eepcii'.
flepeg BcrarloBjrcru]tM orroBJrorb ua nnpo6rlrui urclcMH rrcoSxillrro npono,rlr,J'rr4

TecryBaHHr oHoBJTeHb B or(peMoMy recroBoMy ceperonarrli.
Tf nosHHHa npoRoI\uru nepio/Ir4r{rrufr orlrsA Ha ne6-cafrri ilocraqaJrbHnKa, sxufi
HaAae iuSoprraaui rirri axlnBr4 rra rrarnr riclb orroeJrcru,.
.fxuto oncpartiiitta cuc't'crta Winciows. irrclpr,'ncrrr ) rrpanrirrns Br.rrrpaBircrrrrrMr.r

noBLIIIcII 61'rrr IIr,'raulToBarrur"r rallr\r rurrro\r, rrto6 nlrr aBToNIarrrrIIIo 3aBarrra)r()'BaB

ocrasui Bl4npaRnertHq 6e:nern Microsoft. flepeeipra ra 3acrocyBaHHs BprnpaBrreHb
IIoBHHIJa npoBo,rlrrlncb 3a treo6xirtr rocli.
Cncrel,rn Linur noeunni cBoer{ACrro orToR,rlroRarncfl ni;1noni;lgalna rrarrra\{r4.
IrpoTec'ro tsar ruM r.r'r a BI r poBaAlr(c u 14 Nllr nai r cx H l.r Nl r] r.1 il oM.

Am,rinicrparop cncreM niAnoeila,rsrrafr 3a 3arBepA)r{eHHr ecix Br4npaBneHb ra
siAnoeiAansanu 3a nci rexni..rHi :viur.i rcoH$irypartiir ra oneparlir,iHrzx cHcreM,
npofpaMHoro :aclcrileLieHHfl, arlrnsipvcHr4x oHoBJ'reHb, cBoeqacHofo BcTaI{oBJIeHHq

Br{rrpaBneHb ra ApafinepiB Ans MepexeBr,rx rpucrpoie, po6oqr4x craHr{ifr.

3.16. O6prer(enHq BcraHoBJreHHfl rrporpaMHoro 3a6e3[eqeHHfl
flpanura Ao BcraHoBJreHH.rr lpolpaMHoro 3a6e3reqeHHfl KopncryBaqaMyr rroB]rHHi
6yru Br,r3HarreHi ra nnpona4xeui Tf.
Tf IIoBLIHHa crBopl4Tr4 Ta 3acrocoByBarv rrpaBr4na rrloAo Ao3BoJreHofo Anr
BCTaHOBJTeHH.g [pOfpaMHOrO Sa6egrerreHHr ra KoHTpoJrro, 6a:yrouucb Ha rrpr4nquui
uinirualruux npuninein. Bi.qnoeiAanrna oco6a sa IE ra a4uiHicrparop czcreM
Malorb crBopI4TI{ crII4cKI4 Ao3BoneHoro ra sa6opoHeHoro Anfl BcraHoBJreHHrr
nporpaMHe ga6esneqeHHr.

BcraHosreHH.l npolpaM.Horo 3a6e3ner{eHHq rroBr{HHo 6yru o6ir,rexene Anfl scix
Kopl4cryBavin, [pore rraoxnvsi BLrHflTKvL sxi uonunHi 6yru cxsaneHi
a4nainicrparopoM cr4creM ra Bi4uoniAalruoro oco6oro sa IB.
@ynrqir KoHrponrc 3aKpilneHa'. 3a BianoeiaarrbHoro oco6orc 3a IE ra
KepinHzqrBoM, rr{06 sa6egne.rr4u4 sarexnzfi pieenr KoHTponrc Ta po3AineHHfl
npraeinein.

3.l7.3axucr siA rurciA.rrsoro rr3
flonepe4ne recryBaHHfl, nporpaMHoro sa6e3rrerreHH{ ra nepeBiprca $afinie .qo ix
BcraHoBJreHHr Ha npucrpo-sx, 3 IKZX icnye Aocryn Io KopnoparzsHoi
inSopvraqiiTcucrena/pecypcin ronuuui 3a6e3re.ryBarr4cb agvriuicrparopoM cr.rcreM.
Jluure [polpaMHe sa6esneqeHHf,, 3arBepA)KeHe a4uinicrparopoM cracreM Ta
BillnoeilzlllbHoro oco6orc :a IB, Ao3BoneHo BcraHoBJrroBarr4 Ha cracreMu Tf.
Cxanepu uporlzl umi4runoro lI3 neo6xiAno HanaruryBarr4 Ha aBToMarHrrHe
cKaHyBaHnr ni4uoniAnux KoMrIoHeHrin ni4pa:y nicna Br4nycKy oHoBJreHb.

Tf uae H€LnalxryBurpr aHTtrnipycne [porpaMHe 3a6e3uetreHHfl Ha: cKaHynanux ni4
rlac 3aBaHTaxeHHt, cKaHyBaHnr QafinoBrrx ra rrorrrroBrzx cepBepin npraHafiuui oAran
pa3 Ha AeHb ra 6yAr-mux inurux cepnepie npzuafiuni pa3 Ha rrDKAeHb,
cKaHyBaHHt Safinin rpr4 ni4xpurri, cKaHyBaHHf, BKnaAeHb nxi4noi ra nuxi4noi
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eJreKTpoHHoi norurkr, Be6 cKaHyBaHHr BMicry rIpH cHHXpoHl3aIIll 13 cKaHyBaHH-[M

noprarl{BHl{x npl4crpoiu, Ae IIe MoxJII4Bo. .\
Vupanniu1fl. Ta neperJrsA xypnanin aHrunipycuoro [porpaMHoro sa6esreqeHHq Ma€

gAifi cnros arvcs. aguinicrparopoM cl4creM.

fitt ZaxucTy [porpaMHoro sa6eene.{eHHt siA 
'uxiAJIuBI4x 

IIpoIpaM Tf uosuHHo

sAificHronarucfl; pyuHe/anroMarr4rrHe ra rIJIaHoBe cKaHyBaHHt, BI4AaIIOHH!

3apax(eHlrx Safilin, poruiuleHHr 3apalceHrlx Safirrir Ha KapaHrun, ffii HeMo)KJII4Bo

Bn;1aJrurvr, Mox{Jrr4Biirr anroMarllrrHoro ra 3aIIJIaHoBaHoro oHoBJIeHHf,, peecrpaqir

srauaArin u6iArunoro rrporpaMHoro sa6esleqeHHf, ra sa6esueqeHHt rr4oxrusocri

ana-niey lorin, qeurpani3oBaHe yupanniH Hfl' Ta BeAeHHt nori s.

Kouu'rcrepw,y gKr.rx BpIflBJIeHo umiAruse [pofpaMHe ga6esneqeHHfl' ta xoMn'torep]I

6es ""t""ipyt"o.o 
nporpaMHoro sa6egne.{eHH.x :a6opoHeHo ni4'e4uynaru Ao

nnyrpirunroi iraePexi Tf .

A4uinicrparop cl4creM IIqBZHeH uepio4ravHo nepeeiprrra Ha ee6-cafiri

rocraq€ilbHr4Ka inQoprvraqiirsux axrueis Ha nassHictr BiAnosiAHI'Ix oHoBJIeHb.

A4rrainicrparop cr4creM Mae H€rnarrrroByBaru pexl{M aBToMarI4rIHOfO OHOBJIeHHT

narqin a6o po6url4 IIe BpyrrHy' 
)TnrrMaH*rs ?axnc ro rI3 rroKJraAeHoBiluosilalrHicrr 3a KoHrponb AorpLlMaHHf, 3aXI'Icry B1A IuKlAnI'IBo

na Bilnoni4anury oco6Y sa IE.

3. 18. Ynpan.riHHq rlory?r(HocrqMn
Tf uonznna niAcrexyBarlr, H€urarrrroByBarl4 BI{KopI4craHHq pecypcin ra cKJIaAaru

nporr{o3r4 ruoAo uafi6yruix BrlMor Ao nory)KHocri, ulo6 sa6e3iler{Hrl4 ueo6xi4ny

rrpoAyKTrlsHicrr cl4creM. ?

BiAnosil€uIbHI{MI4 cuinpo6irHl4KaMl4 Tf Mae rpoBoAl4rl4cb perynflpHo ayALrr

noryxHocrefi. Buuoru Ao Hboro nosuHHi 6yru BI'I3HarIeHi silnoniAHo Ao

upiopurery insopNaaqifinoi cucreMra Ans Ai-f,nrnocri Tf.
Oco6nuny yBary cni4 npu Ainuru AoporoBapricsutvt pecypcaM , a6o raKI4M' Iqo

norpe6yro6 6araro qacy Ha orptrManns/siAHoBreHHq. Anrvrinicrparop cl4creM ra

Bianosi,{aJrbHa oco6a sa IE Hecyrb siAnoniAalruicru sa NaoHiropl4Hr KJIIoIIoBTIX

[oKa3HLIKin eSemrasHocti cucreM.

3.19. JIoryBaHHfl ra vroniroplrHr
IHQopuaUix, l lrcy cd4 s6zp aT a 3 sndcHux cllcreM Mae BKJIIoqurv s ce6e:

[ny ra qac uoaii;
I4enrn$iKarop KopLIcrYBaqa;

Tun sanurylili;
craryc 3arlr{Ty (ycnirunufi qu uenAanuia); ,errpqr' 

r{a Tror{A illo4ii, IIIO BKnrcrrarorb :uinu, Mo)r(yrb BKa3yBarv Ha roqaroK Ta KIHUeBI4LI

. cTaH TOITIO.

Tf noeuHHa BLr3H arrurar Heo6xiAsicru npoBeAeHHt pyrlHoro s6opy lorin B rHX

cr{creMax, Ao ug HeMor{JrHBo aBToMarI{qHo a6o, rxlqo aBToMaru'rlruia ayAVT roris He

uicrurr ueo6xiAnoi iH$oprvraqii.

lnx peanigaqii ".*o*n""ocri 
gvrinulsu1alreHHf, xypHanie roris aAN{iHicrparopoM

.r.".*, s Tf Marorb 6yru BrrpoBaAXeHi AoAarrosi saco6ra rourpoJllo ra piuennr

Ans peecrparlii aifi. -flrulo Kplrrr{qHo saxnusi cI4creMI4 He Malorb Qynrqii peecrpaqii

aif ua*i"icrparopa cucreM, uorpi6uo uepefiru na repcii a6o nosi unaroopuu s

Haf,BHoro raKoro Qyurqiero u6o sAiftcHuru 3arBepAXeHHt raKI'Ix euHsrris
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KepinnuqrBoM Tf. y pa:i nel,roxrusocri sMiHH cucreM gH cepricin, rari BHH.IITKI4

noeuHHi 6yru rloroAxeHi s KepinnullrBoM.
Tf rvrae BXlrBarLr opraHisaqifisux saxoAie ra erlponaAxyBaru iHcrpylaeHrl4 3axncry

Anf, cxoBLIIIIa 3 apxinol,r lorin.

S.20. Biaaa.reHu fi Aocryrl
IurepHer-pecypcn Tf vralorb Br{KoprdcroByBartrcfl. p^nr AIacraHuifiHoro BHKoHaHHt

po6ouux 3aBAaHb, iH$opvrauifiHo-ana-niru.rHoi po6orn B iHrepecax Tf, o6rvriuy

rrolTTToro is rperirvru cropoHaMl4.
IHure Br{KoprrcraHHf, lHrepHer-pecypcin cni4 poeu fl,Aaru {K rlopyueHH.u.

fliAxnroqeHHf, Ao Mepe)Ki IHrepHer s Tf rroBI,IHHo sAificHlosarvcs a4viHicrparopoM
ckrcreM y rropflAKy HaAaHHr rrpaB Aocryrry. llpnr nepevrirqenui cninpo6irHuKa
(sninruenni, uepene4enni B iHrurafi ui4po:4in) fioro 6e:nocepeanifi Kepinnrax
rroBr4HeH rroAaTI4 3a.[By Ha cKacyBaHHs rlpaB AocTyrly.
Bi.qlalene ni4rnroqeHHr 4o inSoprvraqifinnx arrHsis Tf rraae eAificHrcsarucs, 3a

AonoMororo Blr3HaqeHr{x a4rvrinicrparopoM cr.rcreM ra BiAnosiAanrHoro oco6oro sa

IE pecypcin.
3'e4nannx ne6-eycrpi.refilei.{AarreHoro ynpaeninnx (naupzrna4, TeamViewer,
AnyDesk) He uonunHi snropr4croByBurkrcfl. n rrrepexi Tf lns HaAaHHt siAAaneHoro

Aocryuy rperirvr cropoHaM 3a 3aMoBrryBaHHtM. Uefi rzu niAxnroqeHb AossoreHlafi
Jrurue Anr rexHiqnoro o6clyroayBaHH.{ Ta ycyHeHHt HecnpaBHocrefi cucreu nicnq

. HurrrexcHoi anropusaqii.

3.21. PesepBHe KonironaHnq '
PesepnHe rouironaHH.a rIoBI{HHo sAifi culoBarl4c.fl peryntpHo.
KprEruvuo Ba)rorlrBa iH$opuaqix, nporpaMHe ga6egue.reHHt ra crlcreMn, Iuo

ni4rmarorb pe3epBHoMy xonirosaHHlo, rIoBI4HHi 6yru nnsHa'{eHi.

flepio4raunicm crBopeHHr pe3epBHux xouifi ra r{acrora ix recryBaHHt uoeuHni 6yru
qimo nusHa.{eHi.

TrEn pesepBHoro xouirosaHnr (uonue, inxpevrenure, 4uSepeHqifionane) noBuHeH

6yru Br{3HarreHufi aAuiniclparopoM czcreM An{ Ko}KHoi cucreruu.
Pesepnni ronii rosuHHi s6epirarucr oKpeMo BiA ocHoBHI4x ronifi ra rIoBI4HeH 6yru
ga6esne.resuit H€urexHnft piaenr 6esneru, a Aocryrl Ao pe3epBHl4x ronift rIoBI4HeH

6yru o6uexenufi.rraroMy x pinHi, Iq'o i ans ocHoBHrIX ronifi.
,{ocryn Ao pe3epBHzx rouift uosprHHi MurvrJrrrrxe BI43HaqeHi cninpo6itruru Tf.
Bilnosilalrnicrr 3a gAificHenn.s pe3epBHoro xoniroeaHH-f, noKnaAaerbcq Ha

Bi.qnosilzlrrbHy oco6y sa IB.

3.22. BerneKa KoMyHircaqiI-r
Tf nonunHa BLr3Harrr{TH Ao3BoneHi vreroAu 4ru sn'r3xy (nepe4aui ropnoparunnoi
in$opvraqii) ncepe4Iani Tf ra r rperiMLl cropoHaMrr.

O6os'ssroBoro e nepenipKa BKnaAeHb 3 rro[rroBnx cKpI,IHboK ra iuurux rrleceu4xepin
rrepeA 3aBaHTDKeHH-sM.

3a6oponeuzfi 4ocryn Ao pecypcie Tf 3a rp.sMLIM rIocIaJIaHHtM.

tlia qac o6rvriny inSopuaqiero uonuuni BraKopucroByBarLIcb nl4lue :axzuleni
nporoKonu nepeAaqi Aanux.
B Tf uosuneH 6yrn BnpoBaA)Kenuit ra ni4rpr4MyBarlacb npoqec eneKrpoHHoro

cnilr<ynanH.a, BKJIIoqatoqI4 ilvraHHfl 6esnexu, niAuonilno Ao . pinur



rouSigenqiftnocri nepeAaHoi inQopvraqii.'Tarr,r, A€ Ue rreo6xiAno, rroBr{Hni 6yrra
BrlpoBapKeui 4ogarrosi gaco6usaxucry (quQporuir nignuc, uru$pynauna roulo).

3.23. Ynpan.riHHrr sN{iHarun
Tf IToBHHHa KoHTpoJIIoBarr4 srvriHu B rrpoqecax 4irlruocri, saco6ax o6po6xu
iuSoprraaqii ra cncreMax, qo BnJrr.rBarorb Ha IB.
flpoqe4ypu yrp aBniHns srvri H aMr,r noBr.rHni sxrro -rrutv:

I4eurn$iraqiro ra peecrpaqiro cyrreBux auin;
kaHynaHHs ra recryBaHur srr,riH;

Biluosilsicm nrauorau IB;
flpoqe4ypr{ 3arBepA)KeHH.rr :uiH;
llpoqe4ypra ni4rary;
llpoqe4ypa peanisaqil reprraiHosrax auiH 4rr.e ruBr4.{Koro ra KoHrponboBaHoro

' BtlKoHalr^las, sNIiH y pa3i pearyBaHHs. Ha anapil ra giir ni4nouennx.

3,24. Y npan.riHHq Bpa3JrHBocrqMn
IHSopuaqiro rpo rexHi.Iui Bp€t3Jrr{Bocri nzxopacroByBannx inSoprvraqifinnx cr4creM
clig orpnMyBarl4 cBoeqacHo, oqinroaaru ix BnJrr4B Ta Bxr.rBaru ei4noniAHr4x gaxoAis

AJIx ycyHeHH.f, uos'.f,gaHoro 3 rIHM pH3HKy.

Oqinra Bpa3nllBocrefi noBr4HHa npoBoAr.rrrrcb perynqpHo ra 6yru qacrr,rHoro

[poqecy ynpaeninrrx Bpa3Jrr{BocrrMr,r. iltts Kpr{Tr,rrrHHX cr4creM Ta

sosHiluHroi/nnyrpirunroi uepexi, TecryBauHr Ha rrpoHr{KHeHHr nepuMerpy
rIoBI4HHo rlpoBoArlTncr nepio.quqHo. Bignosiaalruicrr 3a KoHTponb [poBeAeHHt
oqinru Bpa3nllBocrefi norJro.{eHor Ha rperro cropoHy, a ycyHeHHs Bpa3nusocrefi
rloKnaAeHo Ha a4Irainicrparopa cLrcreM ra/a6o Biauosia€LrrbHoro cninpo6irtuKa 3a

iH$opuaqifiHy 6esnercy.

3.25. Vnpan.niHnq prr3r{KaMH
VnpanninHs pu3LrKaMI{ e neri4'err,rHoro qacrznoro Aiqnrnocri Ha scix pinnax Tf.
Meroro ynpanniHnfl pvrsuKaMr4 e HaAaHHq Kepinnraqrny Tf inQopvrarlii, neo6xiAnoi
g;lr. rrpuiruflTrs. o6lpyHrobauux piureur qoAo srvriHa upioprarerin 4irnrHocri Ar-fl
yupanninns o6racrrMlr nenpufi nxrHo Br4coKoro pr,r3rzKy.

Tf Mae :4iftcHronarz oqiury pz:uria, ocxilrru ue rpoqec i4enruQiraqii,
nuuiprcnaHb ra Br43HarreHnr upiopzrerin puszrin IB.
Tf laae BrIpoBaAI,Irz eiAnosi.qHi 3axoAr4 6esneru ln-fl NaiHiNrisaqii pnsnxin nicrq
rrpoBeAeHn.r oqiuru ra ix upiopure:arlii.
flpoqec oqinru ra ynp.aBriuH-a.prr3r4KaMra IE vae 6yru iurerpona:ouir n npoqec
y[paBnlHHrl ppr3prKaMu AunbHocTl.

3.26. Yupan.riuHq iuqu4eHravru
Tf nosnHna ni4'rpHMyBarr.r llrrau pearyBaHHfl. Ha iHuzAeHrn rci6ep6e3rreKn (floaarox
2), xrcufi. rroBkrHeH cilLrparuofl Ha nocrtfinufi oreparrrBHzfi naoHiropr,rHr i npoqe4ypur
pearyBaHHs Ha iurlzAeurn.
Tf rroBkrHHa peryJrrpHo rrpoBoAr4Tra HaBr{aHHr ra niAsrarleHHq o6igHaHocri
rrepcoH€ury n cSepi ynpanriHus isquAeHraMu. lli4rpravryBarvr ra po3BuBarr{ rpoqec
pearyBaHHfl Ha sci rznu iHqu.qenrin IE, si.quoei.{Ho Ao llorirvxz pearyBaHHfl Ha

inqu4enru ri6ep6*neKr4 (,{oaarox I ).



Koxen cninpo6irHzr Hece niAnosiAanrHicrr ia noniAonrneHH{ Bianosiaalrsoi
oco6u :a IE, KoJIII siH a6o BoHa AisHarouc{ npo re, rqo craBcr a6o vrir crarvrcfl
inuuAeHr IE, mufi uir uocraBvrrv ni4 sarposy 6'e:nepepnuicrr Aiqmnocri Tf.
Cuinpo6irHLIKIz ra rperi cropoHr,r Moxyrb HaMararucfl. uapiruuru inqu4eHru IE
Jrrrrue ea nrasinKaM?r ra 3 nprMoro Ao3Bony Bi4noniAalrHoi oco6n sa IE.
3 uiprynanr 6esuerz ra rexHi.rHr4x uiprynanr Tf 3aJr4ullae 3a co6oro rpaBo
ni4crexyBarll, 3a[LIcyBaru ra peecrpyButu Bce Br4Kopr4cra:aHfl cnoix iH$oprr,raqifiuvrx
arrnnin i 4irnrHicrb y Mepexi Tf .

3.27. Eegnepepnnicrr gin.nrnocri
Tf TIoBLIHHa sa6esue.ruru na.ssHicrr Heo6xiAnrax pecypcie rnfl 6esnepepnuoi
Aismnocri ra IxBrIAKoro ni4noueHHr Kpr4TrarrHr4x cr4creM y pa3i Henepeg6arryBaHr4x
czryaqifi.
KepinHlarn ni4po:4inin Hecyrb ni.qnoai.qzurrHicrr 3a Br,r3HarreHHr Br4MoF uroro
3axl,Icry AocryrrHocri cucrervr/cepnicinlpla:nux i uecyrr ocraror{Hy ni4noniAamHicrr
sa ix BI4KoHaHHr. Buuoru Marorb 6asyyarucfl, Ha auanisi pv:uxin, xpuruvHoc'ri
arrunin i npaxonyBarr HopMarI4BHi eraN,rorlr. KepinHHrITBo Hece siAnosiAanrHicrr :a
ga6esue.{eHHr Heo6xigHoro SiHaHcyBaHHf, Ans ix peali:aqii. BilnosiAanrHa oco6a
sa IE IIoBI4HeH sa6esne.{yBarvr ra ni4rpraMyBarr4 6e:nepepsHicrr cncreM Ha BHnaAoK

nenepe46aqeHux o6crasuH.
Moxrueocri anapifisoro ei4noereHHq oco6Jrr{Bo npasruni .qo s6ois i ne nosuHHi
BBaXaTT.LCX rtpVtfiU'ITHVrM,Lr, rKrrIO BOHr.r He rrpOXOAfltb peryn-SpHi Sa4OryUeHrOeaHi
nrnnpo6ynaHH.rr.

?

4. Ileper.nnA, oHoBJreHHq ra po3rroBcroAlr(eHHfl
llonirnxa 6ya. ouy6niroBaHa y $opui, rKy HeMo)KJrr4Bo JrerKo srrriuuru, i y Qopruri,
f,Ka e aKTya
30eplraeTbct

aKTyanbHolo, AocryrrHoro ra 3po3yMinoro An.f, rlimoBofo r{HTar{a. floriruxa
Ta e nerKoAocrynHoro Arrfl nepcoH€ury ra rperix cropin (sa

ne o6xi4n o cri) Ar.fl noA€t[Eruo ro B t4 Kop r4 craH H.rr.

flolirzra 6yrc po3noBcrcA)KeHa B eneKrpoHHoMy srarr.sAi. Hosa xoniq lloliruxu
6yae norur4peHa pa3oM ig irosorc nepcieio 6yAr-moro KoMrroHeHra llorirurz. Hoea
roni.s MarLTMe s6imrxeHrafi nouep nepcii.
flepcouan, rrcuir orpllMye eneKrpoHrjy xoniro, oHoBJrroe BnacHy rarepoBy nepciro
floriruru ra s6epirae ii.
Biauoeiaartruicm 3a KepyBaHHtr Ta oHoBreHH-s lloriruru rroKnaAeHo Ha

BilnoeiaanbHy oco6y sa IE. OnosreHa florirura rroAaerbcr Ao Kepinuzqrna Tf 4nr
ocrarorlHoro 3arBepAXeHHr..lloniruxa [epernrAaerbcfl rqopivuo rtrs, za6ez[er{eHHt
iJ aAernaruocri ra siAroni4nopri.norpe6aM i rlinsvr Tf a6o qacriure, sxuro qe

Heo6xi.qHo (nia qac BHeceunr cy.rrennx :rr,tiH).

i--: r.' 
/)

Cercperap ce.nnrqoinno" , j V. ,/kU!"/' JlrcAmura TBAHOBA



Ilepe.nirc siAnosiAalrnux oci6

BiluosiaaJrbHa oco6a 3a

in$oprvraqifiHy 6esne



.IloAarox I

flonirurca yrr paBJrinnq inrlnAeHra rvr u rci6ep6ernercu
l. 3ara.nuue
floniuEHa ynpanniHur isquAeurauu xi6ep6e:rexu (aani floniruxa) nn:uavae
BraMortr ra [ocJriAosHicrr Aift rrloAo BHf,BJreHHq, ananisy ra oIIpaqIoBaHHt
inqrEAenrin xi6ep6e3neKu (aari - KE) y .{uuepcrrifi cenuulnifi repuropianrHift
rpoua4i (aatti - Tf).
Merorc lloriruxu e ga6esnerleHHs:

Oprauisaqir oneparlrBHoro BLrsBJreHHa, oqiHrcIa ra pearyBaHH.l na iHqIaAeHrI4

KE:
Minirr,risaqii nacni.qxis iHllzAenrie KE ;

3auo6iraHn.f, iHquAeHraM KB n vrafi6yruroMy, uorinrueuHq B[poBaA)KeHHt ra
BHKopHcr aHnfl, 3axl,IcHux saxolin KE ;

Biluoniasocri pinHx KE Tf Br4MoraM gaKoHin VrpaiHu, HopMarI{BHo-rIpaBoBI4x

axrin Yxpaiuu ra rr,rixuapoAHllx craHAapris s o6racri KE;

3axucry iHSopnrarlifiHux cr4creM Tf nia nopylueHb xoHSi4eHqifinocri,
qinicnocri, 4ocryunocri ra clrocrepexHocri.

, L.l.. K.nacuQiKaIliq inulrAeHris
3a nacliAKaMlr inrluAenru KE uoslrHHi xnacuSixyBarvrcb sa siAuoBiAno Ao ra6luqi,
f,Ka HaBeAeHa y nyHlcri 2.2.3 aaH<ii lloniruru.
1.2. Buau inrlHAenrin

B qifi llorirzqi BI43HaqeHi nacrynui eulg inqprAeHrie:

flopyurenru qiniurocri in$opuaqii;
flopyureHHa roH$iAeHqifi Hocri ;

llopyureuHr Aocrylruocri ;

flopyueHHr cnocrepexnocri.

2. PearynauHq Ha iuqn4enrn KF
Eran pearyBaHHs Ha inrluAesrH KF B iH$oprvraqifiHrax cncreMax Tf TIoBHHeH

BKJTTOIIaTI4 HaCTynHl KpOKI,I :

lliAroronra;
BrEsnrteuHs'ra aHanis;

CrpnuynaHHs.;
Vcyueunx;
Bi4nonneHHr;
Ananis eSexrueHocri.

2.1. IlilroroBKa
ltx za6*rerreHH.rr roroBHocri Tf Ao oreparnBHoro pearyBaHHt Ha iHIluAenru KE

uosuHHi 6yru pospo6neHi nranu pearyBaHHq Ha oxpeui Bu4vr inquAenrin KE, ulo e

Hafi6inrru fiuonipnnMlr Anr uenHoi rrpr4KJraAHoi cucrelav 3 ypaxyBaHHqM yMoB Ta

pexuMy u $yHxqiouynaHru Br4xoArr{v 3 nporHo3oBaHHX AaHvrx ra eKcrIeprHLIX

oqiHor<.



ra

Po:po6xa nlanin pearyBaHHq Ha inqnAenrn KE € ocHoBoro gtrl cucreMHoro niaxoly
Ao npoqecy yrpaBniunq isquAenravu KF e Tf.

t

2.1.1. Eran <<CrnopeHHs nJraHy pearyBaHnq na inquAenr KB>>
Biauosil€ulbHa oco6a ga IE noBraHHa npoBoAr,rrlr nouryK iHQopNraqii npo ananori.rHi
iHqrageurra KE, rxi ai46yBanr4efl. B Mr4HyJroMy ra rnfl flKvrx po:po6neno runoeqfi
rrJraH pearyBaHHr.
.flrulo Ar.f, rloroqHoro nvAy inqra4eury KE y 6azi 3HaHb icHye runonuir nJraH
pearyBaHH.f,, ro BiAuosiAaJIbHa oco6a sa IE nepexoAnrb Ao fioro peanisauii.
-f,rqo no4i6unx iHuuAenrin KE y 6azi 3HaHb HeMae, Bignonil€urbHa oco6a sa IE
loBrrHHa pospo6zrra KoMTIJIeKc saxo4in, txuit o$opvuroerbcr y enrlr4i nJraHy
pearyBaHHflHa iHrluAeur KE ra e6epiraerbcr B 6asi eHaHr.

2.2. BnsBreHHq ra aHaris
2.2.1. Eraun <<BuqBreHHfl Ta inQopvryBaHHq upo inqnAeHT. 36ip ra peecrpaqin
in{opuaqii npo inquqenr KE>
V pasi BI,IsBneHHr inqu4enry a6o cra6rcux rraicqr KB upaqiBHr.rKlr Tf a6o :anyveni
rperi cropoHr{ nonunHi noni4ouurr4 rrpo qe Bi4noni4amny oco6y sa IE.
,{o ocnonHl{x o3Har iuqu4enry ni4nocflTbcfl nacrynui (nerzuepnsuir nepenir):

Cyrrere 3HLDKeHHx npoAyKrusHocri rrpnKnaAHr4x cr4crevr a6o HeAocrynuicm
npr4KnaAHrrx cr4cTeM;

lloni4ouleHHr anrunipycHor*o lI3 ;

HecaHrrlioHoBaHa Aisnrnicrb y Mepexri ra upurcnaAHr4x cracrerraax Tf;
Crpirvrxe s6imureHHs Mepe)KeBoro rpa$iry;
rrzclenui uoni4orvureHHr npo rroMr{JrKr4 Ta s6oi;
3a$ixconaHi cupo6u ni46opy naponin;
3asAaneri.qr eiAolaa HeraTLrBHa noAi.s 6esnexu;
flolis 6eueru, qo saQircoBaHa y nepo6ouufiuac;
HesiloNai o6nixoni 3anucu;
Bi4xlro.reni gaco6u ga6egneqeHH.f, 6esuexH:
Cnpo6r.r 3acrocyB aHHfl, uero4in c.oqialrHoi i Hxe n ep ii;
Bi4cyrHicrr saco6in saxucry iu$opvraqii;
I r..u.

flpaqinHun Tf, srcufi BLrflBkrB ltoxruni o3HaKr.r iHqH4eHry, noBlrHeH BKa3arr4 y
uosiAoN,rreuui HacrynHy in$opvraqiro :

Ouuc npo6lenan, rr1o crocrepiraerrcx;
rfac nunnKHeHHr o3HaK inqu4enry;
Inrui cyrreri .qani uloAo iHqz4eury y

BiluoeiaalrHoi oco6n sa IB
2.2.2. Eran <<AHa.ris iHqugeury>
flporle4ypa noBI4HHa po3norlzHarucb 3a Saxrona orpr{MaHHq BiauosilzurbHoro
oco6oro sa IB noniAouleHHr rrpo Br{Hr4Kr{eHHr iHqra4eHry KE.
flicns orpLIMaHHrI uoniAoIureHHr upo iuqzAeHr Bi.quosia€urbHa oco6a sa IE rroBr{HHa
npoBecrl4 ruacz$ixaqiro iHqIa4eHry, aHanis si6paHoi iHsopuaqiro ra npufiurrru
pirueHnx qoAo ui4rnepA)KeHHr fioro crarycy.
2,2.3. Eran <<OnoniuleuHfl npo inquAeHT>>

BIAIIOBI.{b Ha 3arrvTaHH,



B Tf onoBiilIeHHt 3aIIiKaBJreHr4x cropiH (ronona Tf, :acryrrHnKr4 foJroBr,r, Vpa4ona
KoMaHAa pearyBaHHt Ha KoMr'rorepui ua4aer.rafiFri noail VxpaInH CERT-UA, rKa

QyurqioHye B cxnaAi ,{epxannoi cryx6u 'cneqianrHoro 3e'.asxy ra 3axvcry
iHQopuaqii Yrpainra, Cnyx6a 6esnexra VrpaiHH, Haqiosamuufr KoopAuHauifiHrafi
I{eHrp ri6ep6eeneKl4 rIpH PHEO Vrpaiuu, sanyveHi rperi cropoHr4 - ni4noniAHo Ao
4oronipru4x BHMor, rorqo) rIoBI{HHo :gificnronarkrcfl, Bi4noni4aJrbHoro oco6oro sa IE
Br43HaqeHr,rMH 3aco 6arqw nicrq MapKyBaHHr.

BaHH.f, nOBT4HHO rrpOBO,qrrTVCq BIAnOBIAHO AO H NHHX 3HAI{EHb:

pineun 0,
HexpurnvHzfi
(6imfi)

Ki6epiHqnaeHr/xi6eparaKa He 3arpoxye cra-rroMy, ua4ifiHoMy ra
IrrrarHoMy pex{HMy SyuxqionyBaHHr iH$oprraauifiruwx,
eneKrpoHHrrx rovyuixauifinrax, iuSoprnrarlifr Ho-rouynixaqifrnax
cHcTeM, TexHoJIOf lrIHItX CIICTeM.

ffifi'* 
--k

bHnft) , A

Ki6epinqugeurlxi6eparaKa 6e:nocepeAHbo 3arpoxye cra-roMy,
na4ifinony ra rxrarHoMy pexr4My SynxqionyBaHHfl
iu$opvraq iiruux, eneKrpoHHr4x KoMyHi xauifi nux, i n S opvraqifi no-
xouynixaqifiHrax cr{creM, TexHoJroriqnrax cr4creM, €ue He

3arpoxye aaxrarqeuocri (roHSiaeHqifiHocri, qinicHocri i
AocrynHocri) inSoprrraqii Ta AaHvrx, u1o Hr.rMn o6po6nrrorbcq.I u:: I I

4r .l 1' 'ls-F R,
.AplBeHb z,

cepeafifi
/ v\
(xoBTHr,rJ

Ki6epiuqra4eur/xi6eparaKa 6e:nocepeAHbo 3arpoxye crarroMy,
na4ifiHovry M rxrarHoMy pexrrMy SynrqioHyBaHHfl
iHS opnaaq iiruux, eneKrpoHHr.rx KoMyuiraqi fi Hrax, i H S opvraui fi uo-
rovryuixaqifinHx cr4creM, TexHoJrori.{HHx c14creM, nHacliAox
rroro crBoprorcTbc{ repeAyMoBr4 Anr rropytueHH.fl saxzIr1eHocri
(rouQiaeuqifiHocri, qinicsocri i 4ocrynHocri) iu$opnaaqii ra
AaHI{x, qo Hr4Mr4 o6po6nnorbcr, BuHr4Karorb [epeAyMoBu Anq
lpr4nr4HeHH-s Br.rKoHaHHr syuxqifi rala6o HaAaHHfl rrocnyf
Kpurrlr{Horo inSpacrpyKryporc.

Ki6epiHrl uyeur I xi6eparaKa 6e:nocepeAHbo 3arpo)Ky€ cr€rrroMy,
ua4ifinorrry ra rxrarHoMy pexr4My $yHxqiouyBaHH.rr
inS opnraq tfiuux, eneKTpoHHLIX KoMyHiraqifi nux, i nS oprvrarli fi Ho-
rouyuixaqifinzx ckrcreM, TexHoJroriquux cr4creM, ilopyuyerbcq
saxurqenicm (xon$iaenqiftnicru, qiricrricrr i 4ocryuHicru)
iHQopvraqti ta AasuX, rqo HnMr'o6po6rarorbcr, euacli4ox rroro

BrIHI4KaIorb norenqifini 3arpo3r4 Anfl uaqioHanrHoi 6egnexH i
o6opouu, craHy HaBr(oJrr4rrrHboro npr4poAHboro cepeAoBaura,
corlianrnoi cQepu, uaqiouarrHoi exonouirz ra iT oKpeMr4x

raly:efi, rrpuruHeHHq Br4KoHaHHr SyHxqifi rala6o Ha1.aHHA

rocnyr Kpr4rr4r{Horo iuSpacrpyKryporo. PearynaHur Ha uboMy
pinHi Mo)Ke norpe6ynaru 3€LnyqeHHr akrr ra saco6in 6innrue niN
oAHOfO OCHOBHO|O CyO.eKTa HarIlOHa-[bHOl Cr.rCTeMrr

Kl0epOe3neKlr.



Ki6epinqutenr/xi6eparaKa
na4iftuorray ra lurarHoMy

6esnocepeAHbo 3arpoxye cranoMy,
pe)r(r.rMy SynxqioHyBaHH{ rilrrox

in$oprr,raqifinzx, eJleKrpoHniu* xortnyniraqifi Hux, inQopuaqifi Ho-

rOrvryuiraqifinzx cHcTeM, TeXHOJIOTi.IHux CHcTeM, [opym-yeTbct
gaxHulesicrr (ronSiaenqiftnicrr, Uiniqricrr i 4ocrynuicru)
iuSopvraqii ra 4anuX, 1110 HprM:/^ o6po6nxrorbct, nHacliAoK tloro

Br4HuKaK)Tb peanrni 3arpo3rl Anfl naqionanuroi 6esuerll i
o6opoHu, craHy HaBKoJILIIuHboro npupoAHOro cepeAoBI'IuIa,

coqiangroi c$epr,r, HarlioHalrnoi exoHotuirn ra it oKpeMHX

raly:efi, rpunI,IHeHHq BI{KoHaHHq $yuruifi ra/a6o HaralaHfl'

rocnyf KpI{TI{rrHOIO iuQpacrpyKryporc.
K i 6 ep i Hq uAerIr I xi6ep araKa M ox(e M arl4 TpaH cKop p:oHlavIfi, B IIJTI4B.

PearynauHfl. Ha IIboMy pinui norpe6ye 3€LryrIeHHfl. cur ra 3aco6iB

ocHoBHrIX cy6' errin HaIlioHalrHoi cncreruru xi6ep6esneru.

2.3. CrpuMyBaHHq
2.3.1. Eran <36ip insopruaqii arq porc.nigyBaHHfl iuqugeHry>>

BianoniaaJrbHa oco6a sa IB siAnoaiAHo Ao rIrIaHy pearyBaHHt rIoBI4Hua zi6parvr

iHSopMaIIiro upo iHquAenr Ant IIpoBeAeHHt noAanblxoro po3cni4ynaHHr.

Y erauaAxy, KoJrlr npn peanisarlii :6opy inSopvrailii npo iHrIIaAeHr KF nnaHyerbct

Ilepepl4BaHHt
BiquoniA€ulbHa
Tf.
2.3,2. Erau <<3rueurueH Hq B[rr ny iH qIl4eHTy>>

Bignosi4arrbHa oco6a sa IB rroBuHHa o6paru MeroAI4 Ta 3axoAt4, crlprMoBaHl Ha

3MeHrrreHHr BrrJrrrBy inqu4eHTy Ha npoqecl4 AiqmHocri Tf, oKpeMo Arq KoxHoro

KoHKperHoro itrqz4eHry, 3€LJIexHo si4 fioro BraAY, ra y siAnoeiAHocri 3

poapo6neHnM, nJIaHoM pearyBaHHf, .

Ey4r-rxi MeroAI{, lii ra roptAoK ixuroro
noroAx{yB arr4cs KepienraqreoM Tf .

po6oru iHsopnaaqifino-xorraynixaqifiHoi crlcreMl4 (lani IKC),
oco6a sa IF, rIoBI{HHa IIoIoAI,ITI4 raKe nepepl4BaHHt s KepinHnUrBoM

Ki6epiHqu.qenr/ri6eparaKa 6esuocepeAHbo 3arpoxye cranoMy,

na4ifinorury ra IxrarHoMy pe)KHMy SyurqiouyBaHHt sHa'IHoi

rimxocri inQopnaaqiftnux, eJIeKrpoHHIax xotr,tyHiraqifinux,
iuSopuaqifi so-xorvrynixaqift ru4x cI,IcreM, rexHorori'IHlax cl4creM,

uopyuryerbcs saxnuleHicm (xonQiaenrlifiHicrr, qilicHicm i

4ocrynnicrr) inQopuaqii ra AaHv4 trIo HHMI4 o6po6nxroTbcfl.,

sHacriAor qotro BI4HI4KaIorb nenignoporni 3arpo3l4 rnn
uoenolliHHoro SynrqioHyBaHHt AepxaBI4 a6o 3arpo3a )cr4rTlo

rpoMaAtH VrpaiHra. Ki6epinqu.qenr/xi6eparaKa Moxe MarI4

rpaHcKop ronuuit BTIJII{B. PearynaHHq Ha IIboMy pinHi uorpe6ye
MaKcLIM€uIbHoro 3aryrleHHfl. cvr ra saco6iB ocHoBHltx cy6'exrin
uaqionamnoi cI4creMI{ xi6ep6eeuern ra iHurux cy6'errin
ga6esneqeHHt ri6ep6esnexu.

Br{KOpr.rcTaH]Hfl a6o euxoHaHHfl noeI4HHi



+

Bilnonil€LllbHa oco6a 3a IE [oBVHHa Br4KoHarr4 oqinrcy MoxJruBoro BrrJrr.rBy
3anJIaHoBarF{wx ,{ifi Ha 6e:uepepnHicu 4ixnrHocri ypaxeHoi cr4creMr,r ra
upoiH$opMyBarkI Kepinuzqrno Tf. 3a neo6xi4nocri AorycKaerbcf, isorronaHnq
cLIcreMn a6o pos'e4uanHx xoMuoneHris qiei cncreMr4 Ha nepio4 npoBeAeHH.s
noBHoro poecni4yBaHHfl iuqra4eury.
2.4. YcyHeHHq iHqn4enry ra ei4nouennn QynKuioHyBaHHs iHQopvrar;ifiuo-
rcouynircaqifi Hoi cucreMrr
3 uerorc ni4noueHHt HopM€ulbHoro QyurqionyBaHH.rr IKC Biruoei4aruua oco6a sa
IB uosuHHa npoBoAurvr 3axoAl4 3 ycyHeHHr npr4rrr4H ra uacniAxin inqraaeHry.
flpoqe.4ypa ycyHeHux iHqIaAeHry ra siAHoeJreHHr SynrqionyBaHHr sa-nexurr ni4
Br4try inqu4eHry Ta rroBr{HHa Brr3Harrarucb Anr KoxHoro iuqu4eHTy OKpeMO.
flicrs ni4uoueuna QyHxqioHyBaHHr IKC BianoniailrbHa oco6a sa IF
nepeeiprarra niacytuicrs o3r{aK loBropeHnfl inqraaenry ra nosiAoNrnrn
3aBeprrreHHa po6ir KepinHraqrno Tf .

2.5. Ana.nir e$ercrnnnocri
rci6epiH quAeuru/rci6eparanu

3axoalB pearyBaHHfl

2.5.1. Eran <<PoscriAyBaHHfl iHquqenry>>
fli4 uac Br4KoHaHHr po6ir s porcni4yBaHHr inqr4AeHris
MeroArr ra gaco6u, uo 3ano6irarorr Br,rrraAKoBovry a6o
n 4ani, ulo BlrBqarorbcs ra aHarisyrcTbctr.

Mae

rpo

HA

noeuHHi Br4KopncroByBarr4cb
HaBMI{CHOMy BHeCeHHTO SN,IiH

Biluosi.q€LllbHa oco6a ga IE noBr4HHa z'ncyyaru ilpwrarHu inqz4eHry Ta rrpoBecrr4
aHalig ycix BLIxBJIeHI4x y upoqeci poacni4yBaHHs ue6egueqnux $arropin, rqo
upLrcBenr{ Ao Bl.qxrrJreHb :

y 4irx npaqinnuxin Tf;
y po6ori in$opuaqiirsuxpecypcin ra cncreM;
siAxnreHr siA HopM eKcnJlyaraqii uporpaMHoro sa6esne.{eHHf, i o6na4uaHHr;
ni4xzneur eil BIlMor uorirux IF is Br43HaqeHHrM cryrreHr Brrnr4By rrux

niAxralenb Ha po3BHroK iHqu4eHry.
BignoeiA€LJrbHa oco6a sa IE noBr4HHa Bu3HasvrrLr:
xrci Hopnaatunui BLIMoTI4 6ytu ropyrueHi a6o He BraKoHaHi (s rocrrJraHHrM Ha

ni4uoni4Hi crarri, por4inlr, rryHKTr4 HopMaru BHrax axrin);
upzveTrricrr Ao inqu4eHry, {KIrIo ue Mzuro rraicqe, iuurux ni4upuerucrn,

opraui:aqifi i ycraHon is Br43HaqeHHrM, Hacrilrxu rle Mo)Knr,rBo;

cryneHrr ix elruny Ha BT4HHKHeHHT i nepe6ir inqz4eury.
2.5.2. Eran <<Aua.nis eQercrnnuocri>>
llicnx 3aBeplrreHHx poecniAyBaHHr BiauosiazurbHa oco6a sa IE rroBr,rHHa ui4rorynaru
seir s onLIcoM ncix uponeAeHI,IX nporleAyp rrloAo ynpanniuHs ilrqraAeHraMv KE ra
3aKpI4TT.[u iHrInAeHry KE ra HaAarIa Kepinur4urBy Tf, a raKox, sa Heo6xiAHocri,
saqixanleHr.rM cropoHaM.
Bi.quosia€ulbHa oco6a sa IE rIoBI4HHa BHecru iHsopuaqiro upo 3aKpnrrf, iHqz4eHry n
)KypHan peecrparlii iHqzAeHrin.

3. CucreuanHyrpiruHboroKoHTpoJrro
Bci cninpo6iurzxu Tf Hecyrr ni4noni4a-rrrnicrb 3a cBoe.racHicrr inQopuynaHH{
Bilnosilanbrry oco6y ga IE y pa3i BrlrBJreHHr o3HaK inqra4eHris KB a6o ruoxrzsocri
HacraHHrr iHqz4eHry KE.



4. Ili,qrpulrKa,orroBreHucrapo3noBctoAlnenufl
Ionirura 6ya. orry6niroBaHa y Qopui, rKy HeMoxJrr{Bo JrerKo :uiuurn, i y Qopnri,
flKa e aKTy&JIbHoro' .qocrynHolo Ta 3po3yMilOro Alr qinroBoro qvTaqa. flolirzxa
a6epiraeDcx ra e JlerKoAocryrHoro AJrr repcoHzrJry ra rperix cropiu (sa
neo6xiAuocri) AJrr noAaJrbruoro Br4KoplrcraHHr.
ffonitura 6yl. po3noBcroA)KeHa B eJreKrpoHHoMy enrr.f,Ai. Hona xonis llonirrarcn
6yA9 noTTTIrpeHa p€BoM is Honolo nepciero 6yln-xxoro KoMrroHeHra floriruxu. Hona
ronis MarrrMe s6imureHzfi norvrep nepcii.

, Irepconan, xxuit orpuMye eJreKTpoHlry xoniro, oHoBJrroe
floniruxll ra s6epirae ii.

BJracHy rranepoBy nepciro

Biluoniaanrnicrr sa KepyBaHHt OHOBJIEHH.'I floliruxu;tffi 
^*il;;"u;'il:ffi#"u'hon",l#""#i"Jff llr'J",ffiff 1".;;

ocraroqHoro 3arBepA)KeHH.f, . flonitura repernrAaerbcs r11opi.rno 4lx sa6esueqeHH.flii aAernarsocri ra nignoai4nocri norpe6uon i qiffNa Tf a6o vacriue, rKulo qe
neo6xi4uo (uia qac BHeceHH.f, cyrrenux erraiu).

Cenperap ceJrrr

/)A/
,,/ UW-C/" JrroArvrn.na IBAHOBA
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